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Summary
 

IPS 탐지 타임라인
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심각도 유형
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침입 유형 분류
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Intrusions Detected
 

공격자 IP
# source Critical % of Total
1     20.20.20.20 1 100.00%
2     30.30.30.30 0 0.00%

Total 1 100.00%

 

침입내역 (심각도:Critical)

OpenSSL.Heartbleed.Attack 38,315 100.00%

 

 

침입내역 (심각도:High)

SSH.Connection.Brute.Force 35,662 24.40%

HTTP.XXE 32,416 22.18%

PHP.CGI.Argument.Injection 31,752 21.72%

Plone.Zope.Remote.Command.Execution 30,720 21.02%

HTTP.URI.SQL.Injection 15,621 10.69%

 

 

침입내역 (심각도:Medium)

Web.Server.Password.Files.Access 43,336 21.72%

Malicious.HTTP.URI.Requests 33,817 16.95%

Apache.HTTP.Server.mod_rpaf.X_Forward
ed_For.DoS

33,434 16.76%

MS.SharePoint.Server.scriptresx.ashx.XSS 32,490 16.29%

VMware.Server.Directory.Traversal 32,033 16.06%

Others 24,395 12.23%
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Intrusion Name Counts
1

66

24

6

3

1

110

88

52

8

3

3

차단내역

# Intrusion Type Severity
1 OpenSSL.Heartblee

d.Attack
Information Disclosure Critical

2 HTTP.XXE Other High

3 PHP.CGI.Argument.I
njection

Code Injection High

4 HTTP.URI.SQL.Inject
ion

SQL Injection High

5 Plone.Zope.Remote.
Command.Execution

OS Command Injection High

6 SSH.Connection.Bru
te.Force

Anomaly High

7 Web.Server.Passwo
rd.Files.Access

Permission/Priviledge/
Access Control

Medium

8 Apache.HTTP.Server
.mod_rpaf.X_Forwarde
d_For.DoS

DoS Medium

9 MS.NTFS.Extended.
Attributes.Directory.Aut
hentication.Bypass

Improper Authenticatio
n

Medium

10 Malicious.HTTP.URI.
Requests

Buffer Errors Medium

11 MS.SharePoint.Serv
er.scriptresx.ashx.XSS

XSS Medium

12 VMware.Server.Dire
ctory.Traversal

Path Traversal Medium

* Intrusion Name 을 클릭 하시면 설명 페이지로 이동됩니다.
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