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o Cisco Prime Infrastructure il Al SSL QIS A0l CHE 250| 01E6H0 LMols 32L& F2UE(CVE-
2019-1659) [1]

o Cisco Prime Collaboration Assurance(PCA) SoftwareOlAl 21 J|s0| 01E6t0 ZMots Astals
F o™ (CVE-2019-1662) [2]

o Cisco Network Convergence System 1000 Series?| softwaretil M AFEAtLl & g0 st 250l
0155t LMele 2= F2AE(CVE-2019-1681) [3]

o Cisco HyperFlex SoftwareOll Al &gt @& & 215 J|s0| 0SS0t & dote 8 &

Z otM (CVE-2018-15380, CVE-2019-1664) [4][5]

Oges gd= M3
o Cisco Prime Infrastructure Software
-3508 HHA
o Cisco Prime Collaboration Assurance(PCA) Software
-12.1 SP2 0| & H&
o Cisco Network Convergence System 1000 Series(I0S XR Software)
-6.5.2 018 HA
o Cisco HyperFlex Software
- 3.5(2a) OI™ HHH

0T

-

(0]

iy

Ol 245t Cisco ME 0IEX= HILAOIEN HAIEON U= ‘Fixed Software’ LIS

o
ro
_O'j
=

Eo
2 o

Jx 12 Y
0F0 0

ol

>_

9
=

F

Ho
[A 0_'_
0lol

i

o I

o g
o
ro

FSECCIETTE

[l il

HCH

010

HIE: =880l 118

}
o

[ OAOIE]
[1] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco—sa—20190220—

1
prime—validation

[2] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190220-pca-
access

[3] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco—sa-20190220-ncss
[4] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco—sa—20190220—
hyperflex—injection

[5] https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco—sa-20190220-chn~-
root—access
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