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- CentOS release 5.6 (Final) 32bit
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- httpd-2.2.3
- mysql-5.0.77
- php-5.1.6
- mod-security-2.5.10
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[ Apache 2} Modsecurity 2t ]
Modsecurity 2.X H & Q| AL apache 2.X O|& HEAME AX| 7ts
Modsecurity 1.9 9| AL, apache 1.X, 2X O|A 25 &X| 7t

1. Modsecurity?2 CI2ZE
CH2ZE URL : http://www.modsecurity.org/download

2. AKX M Zo zto|Eez] X

root@localhost# yum -y install pcre-* libxml2-*

[root@localhost ~]# yum -y install pcre-*
Failed to set locale, defaulting to C
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
* base: centos.tt.co.kr
* extras: centos.tt.co.kr
* ypdates: centos.tt.co.kr

root@localhost# cd /[Apache AX| mtY A Z]/modules/metadata/

root@localhost# /usr/local/apache/bin/apxs -cia mod_unique_id.c
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root@localhost# cd /usr/local/src

C2=E obe 2fs= oiMeLch

root@localhost# tar xvfz modsecurity-apache_2.5.10.tar.gz

[root@localhost ~]# cd Jusr/local/sr
[root@localhost srcl# s

[root@localhost srcl]# tar xvfz modsecurity-apache_2.5.10.tar.gz

A= SN E LHES =tQletL|Ct.

o= &/ =

[root@localhost srcl# 11 -a

total 1284
root root 4096 Jan 17 14:04
root root 4096 Jan 17 12:21
1000 1000 4096 Sep 25 2009
root root 1290172 oct 9 2009

[rootu1oca1hoof srcl# cd nod;ecur1ty apache_2.5.10
[root@localhost modsecurity-apache_2.5.10]# 11 -a
total 84

drwXxrwx---

)]

1000 1000 4096 sep 25 2009

root root 4096 Jan 17 14:04

1000 1000 22990 Sep 19 2009 CHANGES

1000 1000 15128 3Ju 3 2007 LICENSE

1000 1000 6158 Jul 3 2008 MODSECURITY_LICENSING_EXCEPTION
1000 1000 651 Mar 2009 README.TXT

1000 1000 4096 Sep 2009

1000 1000 4096 Ssep 2009

1000 1000 1884 Sep 2007 modsecurity.conf-minimal
1000 1000 4096 sep 2009

1000 1000 4096 Ssep 2009

-rwW-rw
drwXxrwx—-—--
drwxrwx-—--

NuVFEFWO MW

Z0H Ljo| apache2 ECE 0|58tL|C}.

[root@localhost nndJecur1ty apache_2.5.10]# cd apache2/

Um@buﬂmtmmmﬂﬁ

Makefile. in apache7_1o ¢ configure.in modsecurity.h - msc_lua. msc_pere.c  mscutil.c  persist_dbmc re_tfns.c
Makefile.win  apache2_util.c modules. nk 2 msc_pcre.h  mscutil.h - persist_dbmh re_variables.c
acmp. ¢ mod_security2.c MSC_geo. ¢ ummmLmLMch 1, re.C

acp.h HMMMWWW}Wﬁwh scnultipart.h msc_release.n msc_xml. re.h utf8tables.h
apache2.h f mod_security2_config.bw  msc_logging.c msc_parsers.c  msc_regbody.c paf_protect.c re_actions.c

apache2_config.c modsecurity. isc_logging.h msc_parsers.h  msc_test.c  paf_protect.h re_operators.c

modsecurity Zat
root@localhost# ./configure --with-apxs=/[apache X| A £]/bin/apxs
[root@localhost apache2]# ./configure --with-apxs=/usr/sbin/apxsjj
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root@localhost# make && make install

[root@localhost apache2]# ./configure --with-apxs=/usr/sbin/
checking for gawk... gawk
checking for gcc... gcc
checking for C compiler default output file name... a.out
checking whether the C compiler wo ... yes
checking whether we are cross compiling... no
checking for suffix of executables...
checking for suffix of object files... o
i whether we are using the GNU C compiler... yes
checking whether gcc accepts -g. yes
checking for gcc option to accept ISO C89... none needed
checking how to run the C eprocessor . gcc -E
checking for a BSD—compat1g1e install. /usr/bin/install -c
checking whether 1n -s works... yes
checking whether make sets $(MAKE)... yes
checking for ranlib... ranlib
checking for grep that handles Tong lines an e... /bin/grep
checking for perl... /usr/bin/per]
checking for env... /bin/env
checking for egrep... /bin/grep -E
checking for ANSI C header files... yes
checking for sys pes.h... yes
checking for stat.h... yes
checking for d11l h... yes
checking for ring.h... yes

chmod 644 /usr/1ib/httpd/modules/mod_security2.a
ranlib /usr/1ib/httpd/modules/mod_security2.a
PATH="$PATH: /sbin"” ldconfig -n /fusr/1lib/httpd/modules

Libraries have been installed in:
/usr/1ib/httpd/modules

If you ever happen to want to link against installed libraries
1n a given directory, LIBDIR, rou must e1ther use libtool, and
ecwfy the full pathname of the library, use the "-LLIBDIR'
ag during 1inking and do at least one of the following:
add LIBDIR to the “LD_LIBRARY_PATH' environment variable
during execution
add LIBDIR to the "LD_RUN_PATH' environment variable
during Tinking
use the “-wl,--rpath -wl1,LIBDIR" Tinker flag
have your system administrator add LIBDIR to " /etc/l1d.so

See any operating system documentation about shared Tlibraries
more information, such as the 1d(1) and 1d.so( manual pages.

chmod 755 /usr/lib/httpd/modules, _security2.so

X7} 22 E| RS LI
Apache A X| AZ0| Modsecurity2.so I} 0| MM A=X| 2OISY FA|7| HFEL|CL.

[root@localhost ~]# cd /etc/httpd/modules/ ;
[root@localhost modules]# 11 |grep mod_security

-rwxr-xr-x 1 root root 949824 Jan 17 14:23 mod_security2.so
[root@localhost modules]# |
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4. Apache0f modsecurity H-53}7|

vi BH7|Z apache 2730t WO Ofa LHES FrELCh

root@localhost# cd /[apached X| 4 £]/conf/httpd.conf
### mod security ###

LoadModule security2_module modules/mod_security2.so
LoadFile /usr/lib/libxml2.so

Include conf/[™H* A ™M1} H].conf

[root@localhost backupl# vi /etc/httpd/conf/httpd.conf

This is the main Apache server configuration file. It contains the
configuration directives that give the server its instructions.

See <URL:http://httpd.apache.org/docs/2.2/> for detailed information.
In particular, see

<URL :http://httpd. apache.org/docs/2.2/mod/directives. html>

for a discussion of each configuration directive.

Do NOT simply read the instructions in here without understanding
what they do. They're here only as hints or reminders. If you are unsure
consult the online docs. You have been warned.

#
#
#
#
#
#
#
#
#
#
#
#

### mod security ###

LoadModule security2_module modules/mod_security2.so
LoadFile fusr/1ib/1ibxml2.so
Include conf/rules.conf

5. Modsecurity ™* d7H

ModsecurityQ| ZAS KISAO|Al X|
7| HRELCh

oh
Ot

b= Kot ME Hx0| Qlom, st M mAUS XSt

KISA < URL:
http://toolbox.krcert.orkr/MMVE/MMVFView V.aspx?MENU_CODE=8&PAGE_NUMBER=13
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