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http://www.boannews.com/media/view.asp?idx=133831&kind=&sub_kind=
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Grafana Labs M| = £t 2104|0|E #11 2024.10.25 070 2 o Grafana Labs = AtAL M| E 0| M M= FAHE S S EsH 2Ot A 0|E

LH[1] o U= HTES ALE S AILHE- AL A= ol 2 2etof| whel A Mo 2 YH0|E 1 o83 o Grafana 0| A Hd =
74 A E Ml 758 Command Injection 3 LFI 3 2F™ (CVE-2024-9264) [1][2] oY EHEh= M2 3 ol 2 20 AN X ZEY Fats
H 7™ i Z B CVE-2024-9264 Grafana 11.0.x 11.0.5+security-01 11.0.6+security-01 11.1.x 11.1.6+security-01 11.1.7+security-01 11.2.x

11.2.1+security-01 11.2.2+security-01 XS £Ho| HALO|E E 2401510 M0/ E $=&[1][3] & L AIO|E
[1]https://grafana.com/blog/2024/10/17/grafana-security-release-critical-severity-fix-for-cve-2024-9264/
[2]https://nvd.nist.gov/vuln/detail/CVE-2024-9264 [3]https://grafana.com/security/security-advisories/cve-2024-9264/ o= 2| At 2}

o St QIE{STIS R MO 22 E: 7 H GI0] 118 o2 =M T FH 24 & 7|9 = Grafana Labs, Grafana

% CISA & E T8 Exploit 2 3 7 (Update. 2024-10-24)
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2024-11-14 Apply mitigations per vendor instructions or discontinue use of the product if mitigations are unavailable. Cisco Adaptive
Security Appliance (ASA) and Firepower Threat Defense (FTD) contain a missing release of resource after effective lifetime vulnerability
that could allow an unauthenticated, remote attacker to cause a denial-of-service (DoS) of the RAVPN service. 2024-10-24 Cisco ASA and
FTD Denial-of-Service Vulnerability Cisco CVE-2024-20481 2024-11-14 Apply mitigations per vendor instructions or discontinue use of the
product if mitigations are unavailable. RoundCube Webmail contains a cross-site scripting (XSS) vulnerability in the handling of SVG
animate attributes that allows a remote attacker to run malicious JavaScript code. 2024-10-24 RoundCube Webmail Cross-Site Scripting
(XSS) Vulnerability Roundcube CVE-2024-37383
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