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2. BT E

Fortinet H| & EQ YGH|O|E H 11

[O]12] 7]

O

Fortinet X| & £ 2t YO|O|E #11 2024.10.24 0 7R o Fortinet #-= XtAL K| Z 0| A Hdot= F LS off 2o EOF AO|0|E HH [1] o
AHE B AIAR ALEXL= off 2 whotof| et 2[4 HHE S 2 AHO|E #11 oM E o Fortinet 2| FortiManager,

FortiManager Cloud Of| Al 2/ 85t= Qo] T E A3H F AT (CVE-2024-47575) [2] o0 S = HE L o 2 Yot FUE HEY =

Yapats T

o

F

7 S| 2 BT CVE-2024-47575 FortiManager 7.6.0 7.6.1 O &} 7.4.0 O| &} ~ 7.4.4 0|5} 7.4.5 O| &} 7.2.0 0| & ~ 7.2.7 0|5} 7.2.8 0| &} 7.0.0
0|4 ~7.0.12 0[5} 7.0.13 O] & 6.4.0 O| &} ~ 6.4.14 0|5} 6.4.15 O| &} 6.2.0 O| & ~ 6.2.12 0|5} 6.2.13 O| &} FortiManager Cloud 7.4.1 O] &} ~
7.4.4 0|5} 7.4.5 0| & 7.2.1 O| & ~ 7.2.7 0|8} 7.2.8 O] &} 7.0.1 O] &~ 7.0.12 0|35} 7.0.13 O| &} 6.4 B E HH 1Y Ea2|AZ Ot0| 10| M
(7.4.5 0|4}, 7.2.8 0| &}, 7.0.13 O| &) X SFEHO[ FOALO|EE 20150 R H|O|E =2 [1][3] o #LAIO|E [1]
https://fortiguard.fortinet.com/psirt/FG-IR-24-423 [2] https://nvd.nist.gov/vuln/detail/CVE-2024-47575 [3]
https://docs.fortinet.com/upgrade-tool/fortimanager 0 = 2| At o St QIE{ U RIS @ AtO|H{ BIRIMIE: =1 Q10| 118 0 &Hd: I EA T

x =
oy 2 Mg 7|

2 CISA & E F2 Exploit 238 (Update. 2024-10-23)

?| E FortiManager , FortiManager Cloud

[O]12]E7]]

2024-11-13 Apply mitigations per vendor instructions or discontinue use of the product if mitigations are unavailable. Fortinet
FortiManager contains a missing authentication vulnerability in the fgfmd daemon that allows a remote, unauthenticated attacker to
execute arbitrary code or commands via specially crafted requests. 2024-10-23 Fortinet FortiManager Missing Authentication Vulnerability
Fortinet CVE-2024-47575
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