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“Itis unusual for China’s central bank to ease on two fronts at once, let alone three. Pan Gongsheng, the PBoC’s governor, said it might do
more in the near future, perhaps cutting reserve requiremen
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Palo Alto Networks A= EOF 0| 0|E #112024.10.10 o 7H 2 o Palo Alto Networks = AtA} M| SO M L SH= F UM S S ASH 20t
OOIEZH [1] o S = HT S ALE S A|LH ALEXt= 8| 2 2hotof et 24 HE e = HH0|E H1 oEH o Palo Alto
Networks 2| Expedition Of| A Z445}t= 0S Command Injection 3 2f & (CVE-2024-9463) [1][2] o Palo Alto Networks 2| Expedition Of| Af
2 M SH= 0S Command Injection 3 2F & (CVE-2024-9464) [1][3] o Palo Alto Networks 2| Expedition O Al 24 5}= SQL Injection F| X
(CVE-2024-9465) [1][4] o Palo Alto Networks 2| Expedition Of| A 2H45t= P12t D E &= F 2 H (CVE-2024-9466) [1][5] o Palo Alto
Networks 2| Expedition 0| A] 2 A S}= Reflected XSS 3|2 (CVE-2024-9467) [1][6] 0 FB&Et= M S 3 [ A B0t 4™ HEZH
Fokets 7™ S| 2 BT CVE-2024-9463 CVE-2024-9464 CVE-2024-9465 CVE-2024-9466 CVE-2024-9467 Expedition 1.2.96 0|2t 1.2.96

Ol &f x SHEto| D ALO|EE 2101510] G|0|E =3 [1][7] & LAIO| E [1] https://security.paloaltonetworks.com /PAN-SA-2024-0010
[2] https://nvd.nist.gov/vuln/detail/CVE-2024-9463 [3] https://nvd.nist.gov/vuln/detail/CVE-2024-9464 [4]

https://nvd.nist.gov/vuln/detail/CVE-2024-9465 [5] https://nvd.nist.gov/vuln/detail/CVE-2024-9466 [6]
https://nvd.nist.gov/vuln/detail/CVE-2024-9467 [7] https://live.paloaltonetworks.com/t5/expedition-release-notes/expedition-1-2-96-
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o TS B S AFS B0 AL AL RHE 817 00 f2} 24 IHOR Q60| M1 oMY o Firefox, Firefox ESR O A] & AsH=
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2024-10-30 Apply mitigations per vendor instructions or discontinue use of the product if mitigations are unavailable. Fortinet FortiOS,
FortiPAM, FortiProxy, and FortiWeb contain a format string vulnerability that allows a remote, unauthenticated attacker to execute


https://knvd.krcert.or.kr/detailSecNo.do?IDX=6308
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arbitrary code or commands via specially crafted requests. 2024-10-09 Fortinet Multiple Products Format String Vulnerability Fortinet
CVE-2024-23113 2024-10-30 As Ivanti CSA 4.6.x has reached End-of-Life status, users are urged to remove CSA 4.6.x from service or
upgrade to the 5.0.x line, or later, of supported solution. Ivanti Cloud Services Appliance (CSA) contains a SQL injection vulnerability in the
admin web console in versions prior to 5.0.2, which can allow a remote attacker authenticated as administrator to run arbitrary SQL
statements. 2024-10-09 Ivanti Cloud Services Appliance (CSA) SQL Injection Vulnerability Ivanti CVE-2024-9379 2024-10-30 As Ivanti CSA
4.6.x has reached End-of-Life status, users are urged to remove CSA 4.6.x from service or upgrade to the 5.0.x line, or later, of supported
solution. Ivanti Cloud Services Appliance (CSA) contains an OS command injection vulnerability in the administrative console which can
allow an authenticated attacker with application admin privileges to pass commands to the underlying OS. 2024-10-09 Ivanti Cloud
Services Appliance (CSA) OS Command Injection Vulnerability Ivanti CVE-2024-9380
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