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2. HOFH N Z

BROADCOM M| E HO AHO|E H1
[O12[E7(]
BROADCOM M| E O ¢H|O|E 11 2024.11.19 0 7} 2 o Broadcom #= AtAL M Z0| A EHMlist= F U™ S | At EQF HAH0|E 2 i

=
[1] o S = TS ALE SO ALEXH= ol 2 et et XA Ao =2 AG0|E H10 oHYH o VMware vCenter Server 0| A &
QHEE P F AT (CVE-2024-38812) [1][2] 0 VMware vCenter Server Of| A| 24 St= HoHAS 2 H (CVE-2024-38813) [1][3] O
Gt A E W oA ot U™ M EY SE= M sl 2 M CVE-2024-9486 VMware vCenter Server 8.0 8.0 U3d 8.0 8.0 U2e 7.0
7.0 U3t VMware Cloud Foundation 5.x 8.0 U3d (H| 57| T X|) 5.1.x 8.0 U2e (H| S 7| T X|) 4.x 7.0 U3t (H| S 7| THX|) 3¢ 8} CHo] At T ALO|EE
2101510 YOOl E =2l [1] o &L ALO| E [1] https://support.broadcom.com/web/ecx/support-content-notification/-
/external/content/SecurityAdvisories/0/24968 [2] https://nvd.nist.gov/vuln/detail/CVE-2024-38812 [3]
https://nvd.nist.gov/vuln/detail/CVE-2024-38813 0 2| AtE o S QIE{HITI S @ AFO|H RIRMIE: = #810] 118 o 2 R E A T

F| ™M 2 M El 7|2 E YMware vCenter Server , VMware Cloud Foundation

PostgreSQL M| & EQF HHO|E A1

[OI2| 2 7]
PostgreSQL M| & 2 2t AIT|0| E #11 2024.11.19 0 7H R o PostgreSQL M TH2 AHAL M| F 0| M 5= Ffd S ol 2o 22t YO 0| E
HE A8 T2 AL A= ol 2 &etof 2t 2|4 o = YH|0|E M1 o 2 o PostgreSQL PL/Perl 0 A

= |
LS Aol AE A F A (CVE-2024-10979) [1][2] o B2 E = HE X ol 2 Lot F AT HEY = B s 2 HH CVE-
2024-10979 PostgreSQL PL/Perl 17.1 0|2t 17.1 16.5 0|2t 16.5 15.9 0| 2F 15.9 14.14 O|PF 14,14 13.17 0| 2F 13.17 12.21 0| T+ 12.21 X
SHCHO| H#IALO|EE <015t HH|O0|E =&l [1] o & LALO| E [1] https:/ /www.postgresql.org/support/security/CVE-2024-10979/ [2]
https://nvd.nist.gov/vuln/detail/CVE-2024-10979 0 22| AtEt o S QIE{ LI RIS @ AFO|H RIRIMIE: 3§ 810 118 o & RIGE A T

F| U™ 2 M E 7|2 E PostgreSQL PL/Perl

ARSIZVPNHE FUYH HoHAHO|E A

[O12[E7(]

A= VPN MIE F4H 20 00| E 11 2024.11.19 0 7HR o AR =4£2] Secuway SSL VPN M Z 0| A L-ldt= FHH Lo

G = HES AE T AFEAt= ol 2 ot e 2ot ZX HR o EH o 0 E 7|7|& 8¢ UH HO|HS E5 &0 22

(CWE-922) 0 O E 7|7|E St A|AH 215 23 FUE (CWE-287)o Q=X L o2 Lot MEY SEh= HH o 2 uhet

Secuway SSL VPN U1.0 M ZRAt2 2 Ef M EEH2 I{X| It S X 8510 T FEO|| "/ THX| 2 R_T4" 7t FIHE|J=X| Of & 22l U2.0 X
C

T oFd K| TOEX| Of Z 7| 7| S O] 8¢t vPN 20 XtEH HQ o Z2 At o Al 7| =4t HEA : 02-6380-3680 - S| O] X :


https://knvd.krcert.or.kr/detailSecNo.do?IDX=6338
https://knvd.krcert.or.kr/detailSecNo.do?IDX=6337

https:/ /www.secuwiz.co.kr o & SALTL 2l A| OF2H HXLE Sl RS AL A1 % 2 S Li2(https: //boho.or.kr) &rarr; RIS AFLT A1 10

pN|
[
&rarr; M 105H7| o 2 I E2M T FAHEAE 7|/ E A FZ, Secuway SSL VPN

Redis M| & 22 HH[O|E A1

[O12[E7(]

Redis M| & £0F 00| E H112024.11.19 0 7H2 o Redis tL& AHAF H| S0 M LMot= FUE S s 2ot 2O HOHO|E LH [1]0
G = HE S AE T2 AM8 A= ol 2 etof| mhet XM B e = HH|0|E A1 o2 oRedis 0| A 2dlst= 324 3E

T 2FE (CVE-2024-31449) [1][2][3] o0 Y= HMZ A ol 2 Lot FA4H HEF = BT 5§ 2 BT CVE-2024-31449 Redis 2=
Redis 2ZEQ|0] 22|A 7.4.2-169 0|4}, 7.2.4-109 0| &}, 6.4.2-110 O| &}, 7.4.6 &ndash; Z & & E, 7.6.0 &ndash; 2-E & E (non-GA), 7.8.0
&ndash; 2 & 2 E (non-GA) 2= Redis 0SS/CE/Stack & 2| (0SS/CE)7.4.1, (0SS/CE)7.2.6, (0SS/CE)6.2.16, (Stack)7.4.0-v1, (Stack)7.2.0-
v13, (Stack)6.2.6-v17 X StEHO| £ IALO|EE 21510 YO E =& [1] o £ 11ALO| E [1] https://redis.io/blog/security-advisory-cve-
2024-31449-cve-2024-31227-cve-2024-31228/ [2] https://github.com/redis/redis/security/advisories/GHSA-whxg-wx83-85p5 [3]
https://nvd.nist.gov/vuln/detail/CVE-2024-31449 0 2| AFe o St QIE{HITI S @ AFO|H RIRMIE: = #1810] 118 0 & RIF 2 A T

F| U™ EMEl 7|2 E Redis

MS11 8 EQt |&of wtE H7| EQt Go|E A D

[O12]2.7]]

MS11 2 EOF {0 2 7| 2ot AG0|E #112024.11.19011 ¥ ESJLO|E IR (F 135) o0 55 :7lF (Critica) 8 5,52
(Important) 55 o @H Y :2024.11.12.(2H o PHO|E L4 M E T2 E FE Windows 11 v24H2, Windows 11 23H2, Windows 11
v22H2, 715 #3t 4E Windows 10 22H2 58 #H?F 45 Windows Server 2025, Windows Server 2025(Server Core & X|) 715 #H3ot &5
Windows Server 2022 23H2 H| T (Server Core A X|), Windows Server 2022, Windows Server 2022 (Server Core &X|) 7ZI5 #3ot &5
Windows Server 2019 7l& # ot &5 Windows Server 2016 75 ® %t &S Microsoft Office 38 ® 4 2 E & Microsoft Exchange
Server 52 9t 7|5 23| Microsoft NET 712 ¥4 ZE &% Microsoft Visual Studio 712 &4 ZE A3l Microsoft SQL Server & &
4 2 E A Microsoft Azure 7|2 H3t &S System Center 58 A4 D= M3 [F 1 AOIE][1]
(2+=)https://msrc.microsoft.com/update-guide/ko-kr/ [2] (¥-=)https://msrc.microsoft.com/update-guide/en-us/
[3]https://msrc.microsoft.com/update-guide /ko-kr/releaseNote/2024-Nov o | 4 7H 2% HE (5 161 7f) M E 7HH| 12| CVE H= CVE
XM= Microsoft Edge (Chromium-based) CVE-2024-9966 Chromium: CVE-2024-9966 EH M 0j A 2 XA S 115 Microsoft Edge (Chromium-
based) CVE-2024-9965 Chromium: CVE-2024-9965 DevTools 0| A &5 &t H|O|H | 2°d AAl Microsoft Edge (Chromium-based) CVE-
2024-9964 Chromium: CVE-2024-9964 Z | 0| A X H35 113 Microsoft Edge (Chromium-based) CVE-2024-9963 Chromium: CVE-2024-
9963 CI2ZE0|M 2528 HO|H 728 A Al Microsoft Edge (Chromium-based) CVE-2024-9962 Chromium: CVE-2024-9962 A&
Ao M B ™S L8 Microsoft Edge (Chromium-based) CVE-2024-9961 Chromium: CVE-2024-9961 Parcel Tracking Ofl A UaF(Use
after free) Microsoft Edge (Chromium-based) CVE-2024-9960 Chromium: CVE-2024-9960 Dawn Of| A| UaF(Use after free) Microsoft Edge
(Chromium-based) CVE-2024-9959 Chromium: CVE-2024-9959 DevTools Ol A{ UaF(Use after free) Microsoft Edge (Chromium-based)


https://knvd.krcert.or.kr/detailSecNo.do?IDX=6336
https://knvd.krcert.or.kr/detailSecNo.do?IDX=6335

CVE-2024-9958 Chromium: CVE-2024-9958 PicturelnPicture 0| Al £& &3t T3 Microsoft Edge (Chromium-based) CVE-2024-9957
Chromium: CVE-2024-9957 UI 0| A| i K| & ALE Microsoft Edge (Chromium-based) CVE-2024-9956 Chromium: CVE-2024-9956 !
OI1Z 0| M X St 3 Microsoft Edge (Chromium-based) CVE-2024-9955 Chromium: CVE-2024-9955 & 915 0{| A| UaF(Use after free)
Microsoft Edge (Chromium-based) CVE-2024-9954 Chromium: CVE-2024-9954 Al 0| A| UaF(Use after free) Microsoft Edge (Chromium-
based) CVE-2024-9603 Chromium: CVE-2024-9603 V8 0| A 5 =& Microsoft Edge (Chromium-based) CVE-2024-9602 Chromium:
CVE-2024-9602 V8 0| A| 33 =2 Windows cURL Implementation CVE-2024-6197 Hackerone: CVE-2024-6197 utf8asn1str Of| A{ A Ef
H I S§ X Microsoft Defender for Endpoint CVE-2024-5535 OpenSSL: CVE-2024-5535 SSL_select_next_proto H{TH{ B O{ A 7| =l Azure Stack
CVE-2024-49060 Azure Stack HCI Elevation of Privilege Vulnerability Airlift. microsoft.com CVE-2024-49056 Airlift.microsoft.com & o
&5 #F 2 Microsoft PC Manager CVE-2024-49051 Microsoft PC Manager # o+ & # 2Fd Visual Studio Code CVE-2024-49050 Visual
Studio Code Python 2%} @12 A E M3l F|9F M visual Studio Code CVE-2024-49049 Visual Studio Code 224 ZH2t st A& F| o
TorchGeo CVE-2024-49048 TorchGeo &2 T E A3l F 24 Windows Win32 Kernel Subsystem CVE-2024-49046 Windows Win32 71 &
51| A|AH M AMS F2F M Visual Studio CVE-2024-49044 Visual Studio ® 3 45 3|2k SQL Server CVE-2024-49043
Microsoft.SqlServer.XEvent.Configuration.dll ™24 ZE M4 3 24 Azure Database for PostgreSQL CVE-2024-49042 Azure Database for
PostgreSQL = Ao A H =& Hotk A5 F 24 Microsoft Exchange Server CVE-2024-49040 Microsoft Exchange Server 253 32k
Windows Task Scheduler CVE-2024-49039 Windows 2 & 27| =2 # ot &5 F 2 Microsoft Office Word CVE-2024-49033 Microsoft
Word £t 7|5 22| F2fd Microsoft Graphics Component CVE-2024-49032 Microsoft Office 12 & &2 3 E A3l F 2 Microsoft
Graphics Component CVE-2024-49031 Microsoft Office 12| & &4 3 E A&l F 24 Microsoft Office Excel CVE-2024-49030 Microsoft
Excel &4 & A3l F 24 Microsoft Office Excel CVE-2024-49029 Microsoft Excel # 4 ZE A3l 32 Microsoft Office Excel CVE-
2024-49028 Microsoft Excel &4 2 E Al F| S Microsoft Office Excel CVE-2024-49027 Microsoft Excel ® 4 ZE Al F 2/
Microsoft Office Excel CVE-2024-49026 Microsoft Excel #12 T E A3l F 2k Microsoft Edge (Chromium-based) CVE-2024-49025
Microsoft Edge(Chromium 7|2h) & Z 7l F 2f’d Microsoft Edge (Chromium-based) CVE-2024-49023 Microsoft Edge(Chromium 7[%H)
7 A= Mall F ok SQL Server CVE-2024-49021 Microsoft SQL Server ¥ 2 T E A&l 3|2k Role: Windows Active Directory
Certificate Services CVE-2024-49019 Active Directory 215 A AH|A o4& F 2+ SQL Server CVE-2024-49018 SQL Server Native
Client ¥4 3 = A3l F 2k SQL Server CVE-2024-49017 SQL Server Native Client &2 D E A&l F2FM SQL Server CVE-2024-49016
SQL Server Native Client # 4 ZE A2l 324 SQL Server CVE-2024-49015 SQL Server Native Client &4 ZE A3l 32 SQL Server
CVE-2024-49014 SQL Server Native Client &2 3 E A2l | 2F4 SQL Server CVE-2024-49013 SQL Server Native Client & 4 3 & A3l
F| 2 SQL Server CVE-2024-49012 SQL Server Native Client # 2 T E A3l 24 SQL Server CVE-2024-49011 SQL Server Native Client

A

o
Fd SQL Server CVE-2024-49010 SQL Server Native Client &2} 3 E A&l F 2k SQL Server CVE-2024-49009 SQL

i
kU
n
>
3
I
(o]

Server Native Client &4 ZE A3l F 2 SQL Server CVE-2024-49008 SQL Server Native Client &4 ZE &3 F 2F M SQL Server CVE-
2024-49007 SQL Server Native Client ¥ Z T E A&l 2k SQL Server CVE-2024-49006 SQL Server Native Client &2 T & A3l F <
SQL Server CVE-2024-49005 SQL Server Native Client &2 3 E &3l F 2k SQL Server CVE-2024-49004 SQL Server Native Client &4
T E A F 2 SQL Server CVE-2024-49003 SQL Server Native Client &4 ZE A3l 2/ SQL Server CVE-2024-49002 SQL Server
Native Client &4 ZE 23l F 2 SQL Server CVE-2024-49001 SQL Server Native Client ¥4 Z E A&l F 2 SQL Server CVE-2024-
49000 SQL Server Native Client &4 T E A3l 2k SQL Server CVE-2024-48999 SQL Server Native Client &4 T E A3 F 24 sQL
Server CVE-2024-48998 SQL Server Native Client &2 T = A3l F 2f4 SQL Server CVE-2024-48997 SQL Server Native Client 2 T E
A3 F 2k SQL Server CVE-2024-48996 SQL Server Native Client 22 3 E A4 F 2k SQL Server CVE-2024-48995 SQL Server Native
Client ¥4 FE M3l F 2 SQL Server CVE-2024-48994 SQL Server Native Client &2 FE &8l F 2k SQL Server CVE-2024-48993

SQL Server Native Client ¥4 ZE A3l F 24 Windows Secure Kernel Mode CVE-2024-43646 Windows 2 2f HE E E #Hot &5



F| 2Fd Windows Defender Application Control (WDAC) CVE-2024-43645 WDAC(Windows Defender Application Control) 2.2 7| &
HFO| I A 24 Windows CSC Service CVE-2024-43644 Windows 220|211 E & 7| Hot 45 F 2h/d Windows USB Video Driver CVE-
2024-43643 Windows USB H|C| 2 S2fA A[AE E210[H Aot 45 F2d Windows SMB CVE-2024-43642 Windows SMB A{H| A 7{ &
#F 2Fd Windows Registry CVE-2024-43641 Windows 2| X| A E 2| #Hot && F2/d Windows Secure Kernel Mode CVE-2024-43640
Windows 7{ & 2 E E2}0|H Hot &E F2/d Windows Kerberos CVE-2024-43639 Windows KDC Proxy Remote Code Execution
Vulnerability Windows USB Video Driver CVE-2024-43638 Windows USB H|C| 2 S2f|A A|AE E2t0|H Hot &5 F 2 Windows USB
Video Driver CVE-2024-43637 Windows USB H|C| @ S2fA A|AH E2t0|H &t A5 5|25 Windows DWM Core Library CVE-2024-
43636 Win32k &8t &% # 2k Windows Telephony Service CVE-2024-43635 Windows 3} SA1 MH|A 24 3 & Al F| oty
Windows USB Video Driver CVE-2024-43634 Windows USB H|C| 2 S22 A|AE E210|H Aot A5 F2F 4 Role: Windows Hyper-V
CVE-2024-43633 Windows Hyper-V A H| A 78 F 28 Windows Secure Kernel Mode CVE-2024-43631 Windows £t 7{& 2 E # ot

>

tS #|2d Windows Kernel CVE-2024-43630 Windows 71 '2 #%t &5 #2F’d Windows DWM Core Library CVE-2024-43629 Windows

0

o]

WM A 2lo|23{2| H3t A5 %2 Windows Telephony Service CVE-2024-43628 Windows T8} S A1 MH|A 224 3 £ A F|of o
Windows Telephony Service CVE-2024-43627 Windows ™12 & 41 AH|A Y24 A E A& 2 Windows Telephony Service CVE-2024-
43626 Windows ™2t &4 MH|A Ao 245 F2f+d Windows VMSwitch CVE-2024-43625 Microsoft Windows VMSwitch #3t &S

#| 2k Role: Windows Hyper-V CVE-2024-43624 Windows Hyper-V &7 74 ClA 3 Aot 45 F2f4 Windows NT 0S Kernel CVE-
2024-43623 Windows NT 0S 71 & #Hot A5 F2f4 Windows Telephony Service CVE-2024-43622 Windows M2t &4 MH|A 14 3 E
A& F 2fd Windows Telephony Service CVE-2024-43621 Windows 12 41 AH|A 2 3 E A3 F 2 Windows Telephony Service
CVE-2024-43620 Windows M2} &4 A{H[A 214 3 E Ml 2 Azure Database for PostgreSQL CVE-2024-43613 Azure Database for
PostgreSQL 3 Aot A H 2Hat Mt A5 F|2Fd Power BI CVE-2024-43612 Power BI 210 A H| A F k4 Azure CycleCloud CVE-
2024-43602 Azure CycleCloud &4 Z = A3l F2F/d Visual Studio Code CVE-2024-43601 Linux & Visual Studio Code &4 T & A3l

7| 2Fd Remote Desktop Client CVE-2024-43599 # 24 A3 & S2t0|HE |4 A& Al F 2 LightGBM CVE-2024-43598 LightGBM

Al

A4 ZE M F 24 Microsoft Edge (Chromium-based) CVE-2024-43596 Microsoft Edge(Chromium 7|8h 214 3 & M3l FoFd
Microsoft Edge (Chromium-based) CVE-2024-43595 Microsoft Edge(Chromium 7|%F) &2 3 E A3 F 2k Microsoft Edge (Chromium-
based) CVE-2024-43587 Microsoft Edge(Chromium 7|2 22 I E Al |2 Winlogon CVE-2024-43583 Winlogon # ot &5 F| 2t
Windows Remote Desktop CVE-2024-43582 A4 HIA3E Z2EZ MH ¥4 I E A& F 24 Microsoft Edge (Chromium-based) CVE-
2024-43580 Microsoft Edge(Chromium 7|8t 2% & F[ 24 Microsoft Edge (Chromium-based) CVE-2024-43579 Microsoft
Edge(Chromium 7|2H 2 ZE & F 2] Microsoft Edge (Chromium-based) CVE-2024-43578 Microsoft Edge(Chromium 7|2 #4
T E HEl F S Microsoft Edge (Chromium-based) CVE-2024-43577 Microsoft Edge(Chromium 7| 2H) AF & [ 2Fd Microsoft Edge
(Chromium-based) CVE-2024-43566 Microsoft Edge(Chromium 7|2H #14 ZE AW F[2}d Windows Update Stack CVE-2024-43530
Windows & G|O| E AEH Mot 45 32k Windows Print Spooler Components CVE-2024-43529 Windows Q14| AE 2 #Hot &5 F2d
Windows Secure Kernel Mode CVE-2024-43528 Windows 20t 742 2 E 2ot && F 2 Windows Secure Kernel Mode CVE-2024-
43516 Windows 20t 72 2 E Aot && F 24 Windows Kernel CVE-2024-43511 Windows 7{ 2 # 9t &5 2/ NET and Visual
Studio CVE-2024-43499 .NET ¥ Visual Studio A H|A & |24 NET and Visual Studio CVE-2024-43498 .NET 2 Visual Studio & &

T E A3 F e Visual Studio Code CVE-2024-43488 Arduino & Visual Studio Code & #14 ZE A3l F 2 NET and Visual Studio
CVE-2024-43485 .NET % Visual Studio A{H| A A& 2] NET, .NET Framework, Visual Studio CVE-2024-43484 .NET, .NET Framework,
Visual Studio A H| A HE F|2FH NET, .NET Framework, Visual Studio CVE-2024-43483 .NET, .NET Framework, Visual Studio A{H| A H &
ZF 2f M Power BI CVE-2024-43481 Power Bl 210 MH AZE F Ok SQL Server CVE-2024-43462 SQL Server Native Client ¥4 T &
Al F2d SQL Server CVE-2024-43459 SQL Server Native Client & 2 3 E A3 324 Windows Registry CVE-2024-43452 Windows



HX|AEZ| Hot A5 F 24 Windows NTLM CVE-2024-43451 NTLM SH{A| &7 AT F2FM Microsoft Windows DNS CVE-2024-43450

Windows DNS A3 X %| 2k Windows USB Video Driver CVE-2024-43449 Windows USB H|C| 2@ S|4 A|AE E2t0|H AT A S

d

7| 24 Windows SMBv3 Client/Server CVE-2024-43447 Windows SMBv3 Server ¥4 T E A3 3 2F/d Microsoft Virtual Hard Drive CVE-
2024-38264 Microsoft VHDX (7} SHE C|A ) A{H|A HE F[2F4 SQL Server CVE-2024-38255 SQL Server Native Client 4 3 & A
7| 2Fd Online Services CVE-2024-38204 Imagine Cup AtO| E H 2 &7l #| 2k Windows Package Library Manager CVE-2024-38203

L

ol

# of4

Windows I 7| X| 2}0| 2 &{2| 2|X} M E 37} F 2 Windows Update Stack CVE-2024-38202 Windows G| 0| E AEH ASH A
Power Platform CVE-2024-38190 Power Platform 3 & &7 3244 Azure Managed Instance for Apache Cassandra CVE-2024-38175
Azure Managed Instance for Apache Cassandra ™ ot &% 324 .NET and Visual Studio CVE-2024-38167 .NET X Visual Studio & & 571
#| 2k Microsoft Dataverse CVE-2024-38139 Microsoft Dataverse # oF &5 F 24 Windows Deployment Services CVE-2024-38138

Windows Deployment Services & 2 T E A3H 32 Microsoft Edge (Chromium-based) CVE-2024-11117 Chromium: CVE-2024-11117

Inappropriate implementation in FileSystem Microsoft Edge (Chromium-based) CVE-2024-11116 Chromium: CVE-2024-11116
Inappropriate implementation in Paint Microsoft Edge (Chromium-based) CVE-2024-11115 Chromium: CVE-2024-11115 Insufficient
policy enforcement in Navigation Microsoft Edge (Chromium-based) CVE-2024-11114 Chromium: CVE-2024-11114 Inappropriate
implementation in Views Microsoft Edge (Chromium-based) CVE-2024-11113 Chromium: CVE-2024-11113 Use after free in Accessibility
Microsoft Edge (Chromium-based) CVE-2024-11112 Chromium: CVE-2024-11112 Use after free in Media Microsoft Edge (Chromium-
based) CVE-2024-11111 Chromium: CVE-2024-11111 Inappropriate implementation in Autofill Microsoft Edge (Chromium-based) CVE-
2024-11110 Chromium: CVE-2024-11110 Inappropriate implementation in Blink Microsoft Edge (Chromium-based) CVE-2024-10827

Chromium: CVE-2024-10827 Serial Ol A| UaF(Use after free) Microsoft Edge (Chromium-based) CVE-2024-10826 Chromium: CVE-2024-
10826 Family Experiences 0| A| UaF(Use after free) Microsoft Edge (Chromium-based) CVE-2024-10488 Chromium: CVE-2024-10488
WebRTC Of| A| UaF(Use after free) Microsoft Edge (Chromium-based) CVE-2024-10487 Chromium: CVE-2024-10487: Dawn Ol A] 12| &
E10f 't A 7| Microsoft Edge (Chromium-based) CVE-2024-10231 Chromium: CVE-2024-10231 V8 0| A 93 =2t Microsoft Edge
(Chromium-based) CVE-2024-10230 Chromium: CVE-2024-10230 V8 Of| A{ & =2t Microsoft Edge (Chromium-based) CVE-2024-10229
Chromium: CVE-2024-10229 2t & 0| Al 28 =%t 714 Microsoft Azure Kubernetes Service CVE-2024-0132 NVIDIA: CVE-2024-0132
AHO|H =4 7| E 1.16.1 O[St A A} A|ZH AFE A[ZF 2 Microsoft Edge (Chromium-based) CVE-2023-6112 Chromium: CVE-2023-
6112 EFAOf| A UaF(Use after free) Microsoft Edge (Chromium-based) CVE-2023-5997 Chromium: CVE-2023-5997 7| X| =&l 0f| A{
UaF(Use after free) Microsoft Edge (Chromium-based) CVE-2023-36026 Microsoft Edge(Chromium 7|2H) A3 & 5|2k Microsoft Edge
(Chromium-based) CVE-2023-36008 Microsoft Edge(Chromium 7| 2H) &4 ZE A3 {2/ Azure SDK CVE-2020-16971 Java & Azure
SDK E 2t 7|5 22| F 2 Microsoft Windows CVE-2016-3352 Windows H &2 75 F2’d WinVerifyTrust Signature Verification CVE-

2013-3900 WinVerifyTrust M & 528 F 248 o2 d RI€ =M EH F A HE A E

= CISA 2 E T2 Exploit 2 3 (Update. 2024-11-18)
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2024-12-09 Apply mitigations per vendor instructions or discontinue use of the product if mitigations are unavailable. Progress Kemp
LoadMaster contains an OS command injection vulnerability that allows an unauthenticated, remote attacker to access the system through
the LoadMaster management interface, enabling arbitrary system command execution. 2024-11-18 Progress Kemp LoadMaster 0OS
Command Injection Vulnerability Progress CVE-2024-1212 2024-12-09 Apply mitigations per vendor instructions or discontinue use of the
product if mitigations are unavailable. Additionally, management interface for affected devices should not be exposed to untrusted
networks, including the internet. Palo Alto Networks PAN-OS contains an authentication bypass vulnerability in the web-based
management interface for several PAN-OS products, including firewalls and VPN concentrators. 2024-11-18 Palo Alto Networks PAN-0S
Management Interface Authentication Bypass Vulnerability Palo Alto Networks CVE-2024-0012 2024-12-09 Apply mitigations per vendor
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instructions or discontinue use of the product if mitigations are unavailable. Additionally, the management interfaces for affected devices
should not be exposed to untrusted networks, including the internet. Palo Alto Networks PAN-OS contains an OS command injection
vulnerability that allows for privilege escalation through the web-based management interface for several PAN products, including
firewalls and VPN concentrators. 2024-11-18 Palo Alto Networks PAN-OS Management Interface OS Command Injection Vulnerability Palo
Alto Networks CVE-2024-9474
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