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2024-10-23 Apply mitigations per vendor instructions or discontinue use of the product if mitigations are unavailable. Ivanti Endpoint

Manager (EPM) contains a SQL injection vulnerability in Core server that allows an unauthenticated attacker within the same network to
execute arbitrary code. 2024-10-02 Ivanti Endpoint Manager (EPM) SQL Injection Vulnerability Ivanti CVE-2024-29824
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M SH= TOCTOU(Time-of-check Time-of-use) Race Condition & 2F & (CVE-2024-0132) [1][2] o Q&&= X|E X off 2 2ot

EY doteh= ™ 82 B CVE-2024-0132 NVIDIA Container Toolkit v1.16.1 0|3} v1.16.2 3 S}EHO| 2D ALO| E & 2018} 0

A0l E =% [1] o Zr1LALO| E [1] https://nvidia.custhelp.com/app/answers/detail /a_id /5582 [2]
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Networking 2| AOS & Al St+= Aruba Access Points Of| A| 2’4 5t+= Command Injection 5| 2f & (CVE-2024-42505) [1][2] o HPE Aruba
Networking 2| A0S £ &l SH= Aruba Access Points Of| A{ ' 44 5t= Command Injection &2 & (CVE-2024-42506) [1][3] o HPE Aruba
Networking 2| AOS & Al St= Aruba Access Points Of| A| 2’4 SH= Command Injection & 2f & (CVE-2024-42507) [1][4] 0 @& &= XME
ol ot o H M EY Fe = BT o 2 {7 CVE-2024-42505 CVE-2024-42506 CVE-2024-42507 A0S-10 A0S-10.6 O] &} ~

10.6.0.2 0|3} 10.6.0.3 O| & EE= 10.7 O] AF A0S-10.4 O] &} ~ 10.4.1.3 0|3} 10.4.1.4 O & EE= 10.6.0.3 O] A EE= 10.7 O] 4} Instant AOS-8
Instant AOS-8.12 O| A} ~ 8.12.0.1 X 0|3} 8.12.0.2 O| 4} Instant AOS-8.10 O] A} ~ 8.10.0.13 & 0|3} 8.10.0.14 O| A} x 8} CtO| L IAIO|EE
2HoI5t] AO|0|E =& [1] o B IAOIE [1]

https://support.hpe.com/hpesc/public/docDisplay?docld=hpesbnw04712en_us&amp;docLocale=en_US[2]
[2]https://nvd.nist.gov/vuln/detail/CVE-2024-42505 [3] https://nvd.nist.gov/vuln/detail/CVE-2024-42506 [4]
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https://knvd.krcert.or.kr/detailSecNo.do?IDX=6302
https://knvd.krcert.or.kr/detailSecNo.do?IDX=6301
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