ITEASY

ITEASY

[ Windows Server HOt X 571X| El |

OfO| E[ O] X|

MH|A 2EE

iTE A SY IT is easy, ITEASY



ITEASY

.82 R} -

1. MHOA K|z MH[A =0l
2. 4 ‘H= EO|Z2(RDP) EQF 47
3. AFEX} AR

4. Windows sl 4%

5. HE=2 EHZ 2

S M BP0 HAEE B

- Windows 2003 R2 Stendard 32bit / Windows 2008 R2 Enterprise 64bit

S e
- ZZ Y MOIE, ZE AMOIE & eIFEE REAILIF HIBSHA 2oLs As &€ = UsH
Ct. oot #2 EQIE= 8 AMOERET OfL2t HESIAY HEE B= MH=E &
of @ & UAFLICL AMH =otof] ZtEeh 240

C

1
OF
=
L

d ZME OS dolM 2F 7teset 2o 2380 g LHES 7lest UAH, M 2|}
=AM M 230 s FA7| BRELCEH

iTE A SY IT is easy, ITEASY




ME oA HdEl= MEAE 2ot AMESHA| = AMH[AE AFESER

= O = /i L= 1
Mef Ar 2R FEEE OfL2), AMESHA| e MH[ASS Sofl siZel 7=
st

@ MB[A =0l
: Otz HHOIE S M MH{0 Open &[0 A= Port &0l

ITEASY

AMZ > BE T2 > HX m2 2 5 He T2 E A
& Internet Explorer _:_I
2 Windows Update
) o=
., FileZilla FTP Client
IS 7.0 Extensions Adninietah
. Microsoft SQL Server 2005 LIS
. Microsoft Visual Studio 2005 =M
P g2 -
 HZEZZ Sz
o Windows EF447] S
.
o oam HE#3
2R
S 1|
= &2 oA 2 TR
B IEME
B AANA3E N2 2| £ 3
= =2HEH 3 £
L, Windows PowerShell c2ara 12
AL ER
) &24 > a”
« g2 Windows S 2t

2J]ex )I

CiN

_F‘!:J

—

—

|Zf > cmd [2E]]

A

P

¥ Windows 2003 server 2| A2,

AlZF > A8 5 emd [YE]]

iTE A SY IT is easy, ITEASY



cW> netstat -nao

ITEASY

|22l AL C:WWindowsWsystem32Wcmd. exe

Microsoft Windows [Uers

ion 6.1.76611

Copyright (c)> 2089 Microsoft Corporation.

C:Wserstfidministrator>netstat —nao |

1)

=
6.8.
6.8.
8.8.
6.8.
6.8.
6.8.
6.8.
8.8.
6.8.
6.8.
8.8.
6.8.
8.8.
6.8.

=
a.
8.
a.
8.
a.
a.
8.
a.
8.
a.
a.
8.
a.
8.

121.124.12?.14:139
121.124.127.14:3389

127.0.8.1:1434
169.254.95.
[:s1221

X Open E[0{Ues ZET}
&Lt

128:139

00000 ®
0000000 ®

HHS&%S@S&S&@@&S&@@&@
d  d =

TR A

2 .:

Ol Al) c#> netstat -nao | more

more

T N TN TN %H
@Gw@@@@@@@@&@@&@&&_{-::_[

@GHSSSQSSSQQSSSGQS

All rights reserved.

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

-

.139:51835
LISTENING
LISTENING
LISTENING
LISTENING

ESTABLISHED

z23t0] 2 + 9

X MHA E ZE £5

MHE[AS ) 2 M2 7|2 ZE
FTP 21 IMAP 143
SSH 22 MMS 554

TELNET 23 MSSQL 1433
SMTP 25 / 587 ORACLE 1521
DNS 53 MYSQL 3306
HTTP 80 RDP 3389
POP3 110 TOMCAT 8080
HTTPS 443

iTE A SY IT is easy, ITEASY




ITEASY

D AESEA = ME[AVE Rled ER, M7 B2EE I 2dEX| BEE St= A0
S5O
A2 > BE mZ2Ogh > 22 £ > MH|A

. AR HA3E MHIZ »

23 Hyper-¥ Z:2I%}

¥a IS BE MHI2) 6.0 2217

©5 IS(2IES BE MHIA) 26205

. iSCSI 2R

$r Microsoft . NET Framewaork 2,0 Configuration
&2 Windows PowerShell Modules

W Windows Server B2

l

i == =ZS=E N (%] Windows 22| FCH
] ;: & D2 20| EEE Windows 2raH

Hﬁ‘ IS(OIE{SY BE MHIA) 22 A == G B2 T HEA B
/A Administrator AH| =
@3 Internet Explorer » = OIE} & 2(0DBC)
g% 23 Hor HH 2 poss

= T HO-3A ORHA

HEY3 LS

QB OIFTP '@) = 2LIEH
1, HOIT AAE 24

E D R AYEY
Lo REA BT
d & ZEE P

e

FileZilla @ OHE 7
al

Q)’ A= GLIH ===l
& iscs zam i
4 pgE 278 Windows S0k

[EESEERCED ¥ =232z )

£ AH A
oH2(F) S2Ha) EIY) T=SH)
T EEE I
40| ZRTHEE HHFHIAR, U|§ = é__I_MEH [ )\| aod | AENEERIZ | 4

G “ChApplication Exp,., =8, Local System
iC). Application Host,,, 115, AIZE X}% Local System
&), dpplication Identity S8, X5 Local Service
F) Application Infar,,,  F2h., AIRE £E Local System
ﬂ . Application Laye.., 2IE.., 28 Local Service =
f};Apphcatmn Man,,, J&... =8 Local System
0 ASP.NET State .., ASP.., =B Metwork Service
wg Background Intel 2F.. Ea ) Local System
i()Base Filtering E.., BFE.., AZE WS Local Service

iTE A SY IT is easy, ITEASY



OlAl) snmp AMH|A FX|

ITEASY

H o o= A
MH[A > snmp services [0t 8] > &9
EYTTES =] B3 |
DYF) SE =20 =3%H)
@m0 = @m »mnn
o MHIA(ZZ)

SMMP Service g < 0 O = O e T = = =
Sk Server 0. A=E RS Local System

AMHI 2 =T ‘2. Shell Hardware Detection XI’% AT Local System

= -
AlHl= EE}—)‘H .}:>:Sman Card = Local Service
- &) Smart Card Removal Policy Local System

ﬁl%%‘rlﬁﬂﬂ)\i SNMP(Simple MTP{Simple Mail Transfer Protocol} Local Systern

N Menssemn e ;

HE A = i34

HI X2 S Tfol O 21 ZETH A : ; 2. =5 Local Service

SNMP SRS HoIZ = SiaL|ch, Gk Software Protectic Win... AS(ADA,.. Network Service

0] MHIA5 MEakA 35S 286 ) Special Administt r 2| B Local System

g B RS MHIAS MST = 5 opp Nofifcation ¢ ) AE 2= Local Service
€450L Server (MSE  CRAl AIZHED oL, AE &S Local System
Q:SQL Server Active o= oK) b Acti... AHE 2HEF  Network Service
&1 SOL Server Agen Y. AFE RS Local System
€. 50L Server Analy  MZ DEIF) L. HZ. A== Js Local System
£, 50L Server Browl‘w—‘ Bk AbE 2tEH Local System
€, 50L Server FullT|__F8 (1) E.. 2Z.. ANZE R[S Local System
L SOL Server Inteqr £ 2oy SSl. AZE RS Network Service
€4 S0L Server VS5 rmer————————— Win.. AXE WS Local System
£ 5SDP Discovery UPn., AHE 2t3t  Local Service
{;r Systern Event Motification Service A&, NBE RS Local System
&) Task Scheduler A2 AEE WS Local System
f) L TCP/IP NetBIOS Helper Net.. ASE AS Local Service
‘)}Telephony 23, 25 MNetwaork Service
&k Thread Ordering Server EF... SE Local Service
'/ TPM Base Services Al =5 Local Service
N UPnP Devnce Host 0. AbE CtEF Local Service =l

\EE (EET B T —

ol H}

Snmp AMH|A &4 > bk

2e |2a2|=37 |HORE|E® |22t |E54]
MHI2 0|2 SNMP
EA 02 SHMP Service
Hon,; Ol ZFEIHA SNMP(Simple Network Management 4 |
IF’rotocoI) |ES Holg & AUE= §HLICH 0] MHIA =

a4 O A=
CyWindowsWSystern32Wsnmp, exe
H(E):

AE =

MHIA AR SN 24 C2or

AHI A SHEH: A EE
[ =AM TN )
MHIAS AT [ MET AR HH BAS NED 4 ASLICH

MEEHIH B2y |

it
0
«2{_1
B

HE(A)

iTE A SY IT is easy, ITEASY




® MHA JE

D AMBSHA| Gt ZEOW BE

MHE[A > [ME[A E] > SX|

Ol Al) MH[A > snmp services

| IRE S3A BNV =22

> SX|

ITEASY

&9 |EHo=| B> nwp

o MHIA(Z2E)

SNMP Service

§

0l ZFREIHAM SNMP(Simple
MNetwork Mana%ernent_Protoco
& T RIS BLCL O
HIAS ZXEH8 01 2EHHAM

o=

£% | o

&1 Server

hell Hardware Detection
.Smart Card

AE
RS, A=E
=R

AE:,

iTE A SY IT is easy, ITEASY

A% o8
S
RS
AS
£5
A
45

AS

Cig A8AIE 232
Local System
Local System
Local Service
Local System




[TIP] A28 d5 £3 & 2|42 BLEY
'Y A [OFRA 232 SEMA|R}E AR

£33 2E(

HEHAL =F HHE(D)
== 23 ZJ|(H)
= M= 232 20
HHEF =t3 2 2I(5)

ZHE| AL Al EHKD)

EANE F3L
(R)

Windows &2l Z2|X}t > ds5

i Windows 32 22| A}
OH(F) SH(0) 221V ESZH)

zzou| z2q2 | 285 Jusuz | nen|

=
=22
=x=)

|.E_

~CPU ALE & E

~aH H22 AL BE

R
=

=] B3

~&H H22[(MB)————  ~AAE
HH 12276 TS 14372
HAIE 1019 m|= 775
ME IS 10824 TZMHA 47
He 9821 A A2 4:00:08:29

HEGE) 1/23

-2 H2El(MB)
HOIXE 139 gl&A BLIER)...
HOIE 2t =l 95

[EEMI“_\: 47 |CF'U A2 0% IQHI HE22l: 1% 7

iTE A SY IT is easy, ITEASY

ITEASY



ITEASY

Windows & i22|Xt > d& > 2|aA ELH

FEEENE = [0]x]
I 2LUEHM SS2HH)

e |cru |oee| g=z|usyz|

CPU B 1% cPU AIED ™ 6% A0 A2 HE 2=l = ] 'vl =
[ 0i0iA [po (=25 (8. + [ 23S cpuf @3 c.fa CPU 100% -
O perfmon.exe 4028 2lan . HME 18 0 0.50

[ svchostexe(LocalServic,, 1224 HostPr., 2¥ = 17 0 012 _|

[ svchostexe(DcomLaunch) 860 HostPr., 2¥:'F 1 ] 0,06

[ 1sass.exe 760 Local 5., 2¥ = 7 0 0,02

[0 svchostexe(RPCSS) 936 HostPr,, 2# Z g 0 0,02

[ svstem Interrupts - RHE ,, 28 = = 1} 0,02

[ explorer.exe 3788 Windo,,, 2# = 16 0 0,02

[ svstem 4 NT Ker,,, 23 = 225 0 0,00

[ smss.exe 332 Windo,, 2% 3 0 0,00

[ csrss.exe 616 Client,,, 2% F 9 ] 000

| ClA3 B 0B/ 0143 1/0 B o 3D 24 N2 v |

’ HEQZ @ s1kbps WES3 1/O W o UENS0ESE  d ‘

’ Hza W om0IN =5/2 W 1% AL2E 27 02 v |

0-
HZc 100 HOIA SE/X -

iTE A SY IT is easy, ITEASY



ITEASY

@4 EO/'2 F£(RoP) B

RDP(Remote Desktop Protocol) O|Zt, OfO|AZ2AIE (Microsoft)0|A Windows NT2t Windows
CEZ7} M2 &41%17] fl8ll CtE Z2EZ QL|CE

= 4 |'d EZE= 33890[X|TH HIEA] ST ZEE AT Ees gSL

Ch 7|2 ZEE2 BXE 1YY S2 8o % A7 gMe = 7| 20 ZEE
MAsto] o] LER WMASI0, ZE EZ O|est= 20| ESL|CH

HXAER| DS HYstes FE22 HdF 2, AI2HE K28 ¢of ot MEE Lt

< Windows Server 2003 >

AZE > ME > regedit
N 21|

77 Z2 M EM. EM. E= 2EHY ClaL 0|28 2EHEMR,

EIN(0): [T ~]

]
ﬁ
TS

HOHIIE)... |

s HAAED HET)|
OIRNE) BEE) BN SARIG) E2%H)

=N 0] B8R
#4] HKEY_CLASSES.ROOT
#-(2] HKEY.CURRENT.USER
#-2) HKEY.LOCAL.MACHINE
#-(] HKEY.USERS

#-( HKEY.CURRENT.CONFIG

< | i
LH Z2FE |

X AE2] HEZ[0AM o2 H=Z2| PortNumberZtS 338901 2| gt2 HALICL
Windows 2003 Server®l A& & 7§Q| BX|AEZ2| gts BESHAOF 2L L

iTE A SY IT is easy, ITEASY



» HKEY_LOCAL_MACHINEWSYSTEM¥CurrentControlSet#Control#Terminal

ServerfWdsWrd pwdWTdsWtcp

' AAED BEY
IHE(E) E"'(E) 21V SHRIIA ZIEH)

ITEASY

ERCAUE-E BInE E8 | CHOIES
=& HKEY-CLASSES-HOOT v (71220 REG_SZ (Zr &3 o)
-] HKEY_CURRENT_USER [24) InteractiveDelay  REG_DWORD 0x0000000a (10)
1 B0 HKEY_LOCAL_MACHINE @#)OutBufCount  REG_DWORD 000000006 (6)
-1 HARDWARE @¥)OutBufDelay  REG_DWORD 0x00000064 (100)
-0 SAM @#)OutBufLength  REG_DWORD 000000212 (530)
&3 SECURITY B4 PdClass REG_DWORD 000000002 (2)
&-0 SOFTWARE [ab)PdDLL REG.SZ tdtep
2 %&mm )PdFlag REG_DWORD 0%0000004e (76)
#-(] ControlSet002 8] Pdhame REG_SZ tcp
3 B1.03 CurrentControlSet (] Porilumber __REG_DWORD 000000334 (3369 |
T L7 Contro b ServiceMName REG_SZ tcpip
(1] AGP
& Arbiters
[ AH2E
b s mak |
C] Setup
-] Stilllmage
=] SystemResources
45 f ] Terminal Server
#-_] Addins

(] Authorizedépplications
(] DefaultUserConfiguration
{1 Dos

(1 InputDevices

{1 KeyboardType Mapping
{_:l Licensing Core

6 =B i rapwd
{2 Ue?auItPnnterStore
7 =0 Tds
g -
l (1 WinStafions
-{_]1 TimeZonelnformation
{1 Update
UsbFlags

o3
-1 Video -
T AldialNAuiaaRvAva
< [ >
|LH A EEWHKEY_LOCAL_MACHINEWSYS TEMW CurrentControlSet®Controlf Terminal ServertWdsWrdpwd® TdsWicp

elol gtez X[FELUct

%

PortNumber 2| tH@|E 1022 BHETH F

DWORD 2t BR K3 B3

2t OIS
|Porthumber
2t GIOIEf () =
[1234 1B 2:(H)
= 108 (D)
= Fl &

iTE A SY IT is easy, ITEASY



iTEASY
» HKEY_LOCAL_MACHINEWSYSTEM¥CurrentControlSet#Control#Terminal
Server#fWinStationsWRDP-Tcp

dANAED HE
maE) BEE =AW SHARNE) EST(H

ERCTEES] B 28 [ HI0IE]

-] HKEY_CLASSES_ROOT )finheritShadow  REG_DWORD 000000001 (1)
-1 HKEY_CURRENT_USER {]fLogonDisabled  REG_DWORD 000000000 (0)

1 20 HKEY_LOCAL_MACHINE E)fPromptForPas... REG_DWORD 000000000 (0)
(1 HARDWARE [#)fReconnectSame REG_DWORD 0x00000000 (0)
1 58M [#4]fResetBroken  REG_DWORD 0x00000000 (0)

(3 SECURITY [#]fUseDefaultGina  REG_DWORD 000000000 (0)
3 SOFTWARE ab)InitialProgram  REG_SZ
2 zL] SYSTEM, E)InputBufferLen... REG_DWORD 000000800 (2048)
&0 ControlSet00| BfInteractiveDelay  REG.DWORD (X00000032 (50)
o it Bf]KeepAliveTim.. REGDWORD  0x00000000 (0)
3g = u” '90"m£" ELo %] KeyboardLayout REG_DWORD 000000000 (0)
4= ) LanAdapter REG_DWORD 000000000 (0)
& Arbiters ¥ MaxConnectio,,, REG_DWORD 0x00000000 (0)
U e [3#MaxDisconne,,, REG_DWORD (00000000 (0)
|- S5 @MaxidleTime ~ REG_DWORD 000000000 (0)
{2 Setup [88)MaxInstanceC.., REG_DWORD Oxffff (4234367295)
& Stilllmage [.‘E:{]MinEncryption... REG_DWORD 0x00000002 (2)
& SystermResources [ab)NWLogonServer REG_SZ
5 1L Terminal Server E@OuBufCount  REG_DWORD 0x00000006 (6)
-] Addins 28] OutBufDelay REG_DWORD 0x00000064 (100)
| g Qu;holftiaed%w'if?aﬁoqé ROutBufLength  REG_DWORD 000000212 (530)
i eraultuserConfiguration [ab] Password REG_SZ
~QDos ?@:?]Pdaass REG_DWORD (x00000002 (2)
Q3 InputDevices . [a8]PdDLL REG.SZ tdtep
i g KeyboardType Mapeing |\ g pariag REG.DWORD  0x00000Dde (78)
a S;:gf;’gg ore PdName REG.SZ tep
.03 Utiies 2% PoriNumber____REG_DWORD 000000334 (3389 _]
&0 VIDEO 8 Shadow REG_DWORD 0x00000001 (1)
w0 Wds 3] TraceClass REG_DWORD (00000000 (0)
6 =1 WinStations 3] TraceDebugger REG_DWORD 0x00000000 {0)
& L] Console 28] TraceEnable REG_DWORD 0x00000000 {0)
7 23 RDP-Tep [ab]Username REG.SZ
] UserOveride —1 | [aB)WdDLL REG_SZ rdpwd
{1 TimeZonelnformation (38 WdFlag REG_DWORD 000000036 (54)
2 Update [ab] Widlhlame REG.SZ Microsoft RDP 5.2
(1 UsbFlags [a8] WdPrefix REG-SZ RDP
] Video [ab]WFProfilePath  REG.SZ
Q VirtualDeviceDrivers ab)WorkDirectory  REG_SZ
& H }’xa}ﬂd{g | | @] WsxDLL REG.SZ rdpwsx

[LH ZEEIWHKEY_LOCAL_MACHINEWSYSTEMWCurrentContralSet#Controlt Terminal ServertWinStationsRDP-Tcp

%

PortNumber 2| THR|E 1022 BHATH F 9| /22 X[FgL .

DWORD 2t B X =]

2t DIS(N):
|PortNumber
2F HIDIEf (M S
[1234 168 2:(H)
£l = En

iTE A SY IT is easy, ITEASY



< Windows Server 2008 >

AlZ > regedit

ITEASY

Iregeditj lﬁ:ﬁ_ = |>l

& &5 o

HXIAER HEZI0AM Oz H=Z2| PortNumber 442 33890(A Q| 7tez= HHATL

Ct.

» HKEY_LOCAL_MACHINEWSYSTEM¥CurrentControlSet#Control¥Terminal

ServeritfWdsWrd pwd#WTdsWtcp

& MAAER BAJ|

OH(F) HE(E) E2IY) SAHFRIA) ZEHH)

=-g. A EE
|, HKEY_CLASSES_ROOT
| HKEY_CURRENT_USER
1 = HKEY_LOCAL_MACHINE
BCDO0000000
HARDWARE
1 SAM
SECURITY
| SOFTWARE
9 B SYSTEM
] ControlSet00!
- ControlSet002
B CurrentControlSet

42 L Terminal Server

3 ) ns

. ConnectionHandler

. DefaultUserConfiguration

. KeyboardType Mapping
RCM

-3

-

. SessionArbitrationHelper
. SysProcs
. TerminalTypes
. Ltilities
. VIDEO
Wds

- E- 3

B |, Pds
7 Tds

#- |, HKEY_USERS
&~ | HKEY_CURRENT_CONFIG

PortNumber 2| tHf|E 10ZI+2

3

%

0g E8 | CHOIE]
ab|(7123h REG_SZ (Eredorg)
#%)InteractiveDelay  REG_DWORD 0x0000000a (10}
OutBufCount REG_DWORD 0x 00000006 (6)
OutBufDelay REG_DWORD 0x00000064 (100)
OutBufLenath REG_DWORD 0x00000212 (530)
8| PdClass REG_DWORD 0x00000002 (2)
ab|PdDLL REG_SZ tdtcp
$5|PdFlag REG_DWORD 0x0000004e (78)
ab|PdName REG_SZ tcp
REG_DWORD 0x00000d3d (3389) |
ab|RequiredPds REG_MULTI_SZ tssecsry
ab)ServiceName REG_SZ tcpip

Fl ol Zrez X[ggL ot

DWORD 2t B X =]

2t OIE(N):

|Porthumber

2t OI0IE (V) Bk

[1234 168 5(H)

+ 108 ==(D)

=H0|

= —

v|—>'|
B

iTE A SY IT is easy, ITEASY



iTEASY
A7 Eojg Ha ZE HZOHIZ HR, PCOIM 27 & Al ofefet

2
Z0| 1P Fo Qo ZE

OlAD 111.111.111.111:1234

0 Y
% 22 §2dg oz B (=]

ZEE(C): | IIINIENAENERRPEE] v
AEADIE: AE 2
dZ2E [l A 3288 = HAIRDHLUENELICE

-

i > SO EEEEET |

[TIP HIX|AEZ| B ]

X AE2] HYY| > Tt > LELYY

' YN AER HAJ|

BEE 20 SHRINE) ZI(H)

JER221)... 0
LHELHZICED...

ot B 2ELL,
o] ===

HES3 YAAEL HE(C)...
HELS eHEERl SEZ ZIID).,,

OIH(PY... Ctrl+P
ZIHINX)

iTE A SY IT is easy, ITEASY



ITEASY

HE AR |5 24 - 02
nE -« 04 =L 4 = (=12
| Hyper-V AN-05-182% . L2 20
|, SQL Server Management Studio 011-12-15 2% .., I EO
. Visual Studio 2005 aN-12-152% .., D 20
< | i
o 0i=cMy: ffull_backupl - [ mEe
L EATE  [S2 D (~reg) =l 4
T
& DE(A)
A3 2II(E)
|

¥ HX2ER| S HCHE WHE TAUS “IIML7]” SHAE S AL

o' dHAAER HED

DF) BEE) S0 SAFE) S8H)

ZER 2211,
LHELHZI(ED...

ofi|E 2=,
(e ) B =S =S N

HEHZ ANAERZ FE(C)...
HESAZS eiMEERl SZ 207,

2IH(P... Ctrl+P
ELH2I(X)

% HRIAER] WY RYUQl ZQ, HR HY Al NAHO| 4B 242 F 2+ 0| YE
|

¥ HEAE d™2 HEAZI7| sl = M-S MAIZS StAMoF HEELICL.

X MH YoM HETH Yol ZES SESHMOF YIHoM AHTHE|X] iU T

% 9 A YOl Port 12345 Yol ZLOE Mr§ £Z0| MHSAIX| ORAI7| HRZLICH

5
m

ASY IT is easy, ITEASY



iTEASY
AMEXL AE 2 273

Server O M= ZE|Xt A, FTP H&HS ot et AEA AE & Holof w2k 27| A¥S
48t ALESHA ELCh OfFA dget LA AFS0| oigh 72Xl =22t 28S oK
e 49 FAEHY A Y S Sof Al2Eez 2 + ASHC

£, 2 AFEAF AF0| siE S22 2 28N H0| Z/UAC StEErE A[AF OiglE
£+ EF ofofe & 2 msiE XY = AsHCh

@ Administrator A& & =&
: WindowsO|A| 7|2HC 2 N&E&= 22X AE F2 "administrator” &LICt O] AE
JI2MeE MIEe AFGSE siY AEO T{AKYEE AL CHYAIZ[A Z[H OFFg|
NS

SEET 52 HAYCE MHSME HSJADI BMS 4 UsLT

AZ > B Z208 > 2| =5 > 272 208 ZX™
L HF HA3E MHI2 »
23 Hyper-¥ 22|17}
©g NS(2IES =2 MHIA) 6.0 22| F}
5 IIS(2ES BE MHI2) 2R
& iSCS| A7IR
$r Microsoft,MET Framewaork 2.0 Configuration
&3 Windows PowerShell Modules
= Vs W Windows Server # g
3 \_ B ZETE ¢ g
ZEIE .‘( \_ 3 (%] Windows HI 22| FSt
J g: ‘ @ DZ 2010| TEE Windows 2r5He
H‘gl IS(RIEI = AHIA) 22T = ) 222 A4 PR
7= Administrator B 24 MHIA
(2 nemet Explore ! E! HIOIE} #2(0DBC)
=A 3 oF =
| m=z o FEEEED
& 22 2 DA
= HI = o
;% 23 ot =E S MH BRIR
= o MHIZ
HEH3 Gy
8‘3 SIFTP ® 45 DL
[ 7.4 FileZilla @l OME =0y
. A E =2H @) =g AH S
g IS(RIEIS AE MHI2) 6.0 2 TEHA EFat 7|
el 22| £ N
= A ZEH 22
@ = ZLIE c2oto Rl
& iscsi 2o u
4 RE == Windows H2F

| Z208 2 me 2 B 232z |
|GMQ J % E u;!]

iTE A SY IT is easy, ITEASY



ITEASY

24 20 Y™ > 2 B0 Y™ > Eo FM > AY : Administrator A 0|E HFE
7 > [eA 22> &4
S HOF A - O] x
OH(Fy SaA 221V ESE(H)
&= 2m X = HE
=a - [Eor & S
/DCOM: SDDL{Security Descriptor Definition Language) .., E2IT|XA S
15 DCOM: SDDL{Security Descriptor Definition Language) ... E2ITIA 23
L Microsoft HHES 3 MH: CIAIE M2 EN(EC0IZENH.., AME 2bEH
i Microsoft IESI3 MHI: CIAIE M3 A& AE 2FEF
o . o Microsoft HHESI 3 MH: 202 AIZH0| ZHEEIS 220, A
22 =0 F2E Windows L2 1) Microsoft IEY3 MHI: MM SPN H& 012 R4 2., DDA 22
:1 T; 2 SR 2R SN L Microsoft IEI3 MH: M8 S SCHE1| M0 BRSH S, 158
e [ Microsoft IE /3 SRH0I21E: CIFE 42 SAHBIN... A -
; — Qé_;gjg EiIUQi %x_‘" 2 Microsoft HHES 3 SC0IYNE: CIAIE M3 EMEHED AE 2FEH
@ ‘g P E‘S‘ M 22 AEE) (52 Microsoft L1l§_%'—l_3 SC0IZE: EbAF SMB MHIH 2=31,, AHE 2FEH
= J_I—E' 7;:1"“’ gﬂ ;’é‘ ZH\"- %")\l’ gx_l" 3"9" t|='|1-7|<- QQ(WIndows Vista EEE 2 Sy 7<'12|E|X| %
Lo ZEAE 2 2E ALE HHIN CHEF HAM A ZEAL AHZ oF 3t
ZEAR e T 52 ATHAMES ZAH AE 2FEH
L ZEAR HOFZEAE 2O £ 21E 22 SN ALY E2 AHZ ok 3t
JHIE: Administrator HIE AEH MNE
Hl dministrator & 012 HE22| Administrator
Lo A Guest HE AHEH A2 2k 3
L HE: Guest HIE 012 HER22| Guest
HHE: 28 202 Al 23 HZENHAM Bl A2
Ly UEH3 22k KerberosHl H 28 23 88 24 oA S5
LI UESY3 22 LAN Manager 215 £F Hog| Xl 2
LD UESS 2ok LDAP ECH0IYME NS T “' NS "
JUESI 3 22 LocalSystern NULL MM BHE FHE HOG|A] 2
JUES3 22k NTLM SSP 2|8HE 2 RPC =& MHM ... 128HIE =3t ER2
LU ES® 3 2ok NTLM SSP 2|BHEQFRPC ZEH 22l0.,, 128HIE 2=3H 2R
LUESI3 22k NTLM MEh NTLM 21SH HEH 213 MH... Z2ATIA 2SS
< ILI HEZ3 "o NTI M HTH SMHS= NTI M EPHT! MO T AWAS L]
l 1
A - Administrator A O|E HIR 7| &M > administrator 228 Qo] AXo=z H

8

HZE: Administrator HE 0|2
Rl el B
'i' HE: Administrator H& 0|2 HFR2 |

N ED

nksidc_adminl

4
i
\{_}l.
s

iTE A SY IT is easy, ITEASY

==




ext AH A HolE HA A
5to] 2 Y5t= 7d°7|' DH—?— E"A'—ll:f. Aot ALEAL AEHE &9

o
=
ool M2 Metots Aol FsL L

ARt > BE T2 > 22| &7 > My 22X}

. HA HA3E MHI2 »
23 Hyper-¥ 22|17}
g IS(2UEY HE MHIA) 6.0 22| F
W IS(RIES BE MHI2A) 2RIA
& iSCSI ZIIA
$r Microsoft \MET Framework 2,0 Configuration

£ Windows PowerShell Modules
— vy W Windows Server ¥ g
CN sy pry
Y ZEZE (€ (3] Windows HI22| FITh
o J = ’ @ DI 22H0| T Windows 2t
Hgl IS(EIE(S) R AHI2) BRI} = L 222 R4 B
= Administrator s P4 24 MHA
(2 Intemet Exglorer : = GI0IE| #E(0DBC)
] = 5, 22 EorEa
P 3 -
| ne ’ S, o7 O A
- HIT o
S5 o a&H EEEEEE
e TS
Q’E}l TP - () A5 2LIE
i HHEH O AAH ;w
E FileZilla @ e
R 2 ZE o = Az
i:g IS(OIELD B2 AHI2) 6.0 2 - GE FR B

fl . ZEE 2

e ==z Windows 22+

EEEEEREE-T B 232z )
s | % & 2

ME 22X > 8 > 22 AEA ' OF > AFEA > 28 AREA A [0

A
28] > £4

NTERD ] 3|
IF) S&W 2V S8
€9 2mIXREE BE
. NH ZOKWNDOWS-68 Tz

= 3 ag 3 e
Bl IS G = AAET BEE/SHOE TR
© m O = 2SS P EEE

e i 24
e A3 S

J_JZ' HOH)| ZEEHE Wing JIEF =R

iTE A SY IT is easy, ITEASY



iTEASY
At AL AHO &4 > € HAAE MulA Z2T 5 0| ALRK At YU
HAIE MM SAE AH 202 AE M3 > X8

ksidc &4 K1 E3
it A= T2 | o#E | M& | #ZHY |
3 HA38 MHIL Z2T Hol2 Jia HA3E | s ®4 239 |
0] B AFSEHY 92 HAIE MHIA ARR Z2LE IA5HMAR. O E
20| 452 oA HAIE MHIAH LT
-~ MAIE MHIA MER Z2T
Z2I AR(P)
- MAIE MHIA Z B0
@ 28 A2(L): [
- HEC): |' v| CHAHT: |
v Ol AMSTH HEHS] 812 HAIE MM TAE MH 232 HED)
240l He | =@ | ==w |
X 4 &2 AMost AFEXE &2 & Z2S otgflet 20| XEtE= 222 2ol &
= QG CH
r 2 Y
47 gA3E @ —
AR A0 22 200 ASH0| 27| HB0] THO| AREASL
) C}.
g || c=su
S A
® Ad &2 43

Ao oS S ZsstY| siME AE a3 s 243 oo £ sl 0

Aol 20 AMuyjrt WM AL AHAN™S XHst AZtRE & KLsto], 2F oA

Brute force 24022 E HIO{8||OF SHL|CH

E A SY IT is easy, ITEASY



iITEASY
AZ > DE T2 5> 27| 27 > 22 20 MM

. HAAHA3E MHA »
23 Hyper-¥ 2H2| %}
¥y ISR 22 MH ) 6.0 22| R}
o5 IS(RIES RS MHIA) 2RIA
& iSCSI Z21R
$r Microsoft \MET Framework 2,0 Configuration
Windows PowerShell Modules
Windows Server 2
Windows H22| &k
2 200 ZEHE Windows BHaiE
-*-FJ, 2 "L 2

24 24 MHIA

~

B 2 ===

FRE= N
Q@&
|1 =

H?l IS(RIES BB AHIA) 22T

f\
?%b@@&

=) Adrministrator
\Q Internet Explorer » HIOIE] SIE(0DEC)
;) HEE v =AM - EE =22t
= 2228 OEA
= HI = o
;% 23 wio ma 2w 2 MH BRIR
o & MHIA
HEX3
03 o i ") &5 DLIE
£0 UFTP
HIO T L AAE A
E FileZilla @ DHE &
A Y =2 (5 =g AHEe
. g?}((’:._'ﬂ 3 BE MHIA) 6,0 2+ i Cs AR BT
SR d 2 zzeiza

Q) A= gL

& iscsi 2w u

» RE =M Windows S 2k

[EESEEFTEET B 2aez |

1
oo
g
#a
=
[ie

24 HOot MM > ZZ HOot M > Hot ™ > A™ ™ > AH™ FF ™ > A
dHa AL ORA 28] > 54

FEEETEE [_[O[X

DEF) E3HA) BV S2(H)

&9 2m X =B

FEEEE] R EEE] [

ERY L REEERR Heg A gl

L ObE TEH

;:_'g EERE]

@ D2 20K S Windows L
TJUEY3 22 BAR EY

- _LJH 9' I'ixH

 XZEYY HE A

f; o8 T2 MO A

& P 29 BA(SIN: 28 2EE)

J_I_Z ZHA X‘ixll ;

SR

GO A2 = HE &2 28 ddlii=

ZEE(H)

HEIE!!

iTE A SY IT is easy, ITEASY



ITEASY

oK

Sl Al

3

oA

2

|
-

A

o
=

=2
=
x

A
o

G

A
0l

=
a

Ck

i

23 2o 87 | gy |

HB(A)

<
RE

il

S20| M2t e

’.

7|Z2t0] 308Ecz2 M

=

0l Xz 6d2 &F=E 2= ME0I22, O =M

2F
HA

= 2inztel
LTCk,

Xk
=
Az
o=

H
=

&0
)

[ Mot

&0

'l
&0

wl
&0

00 olo
o1 81

[ 2]

| 2:(C)

=
oo

il

<

gELL.

T E A SY IT is easy, ITEASY



et g2 Ad

EEETEE
TUF) S3HA) 710V SE2(H)

.
2

ITEASY

2|At 2HA el= HE TSt L.

=] B3

&9 7mIXE = BB

YR
B8 HE B
Lo EEEA
A A B2 B =5 iz &3

D3 H0H| EHE Windows Bt
TIHES3 82 22R 3

SEVERL]

o AZEQD HEt T

SECECRERIR-E

8 IP =0t BA(3R|: 28 HEE)

42 ZAHEH 24

—_

@ Hot =21 293t
D HoF A HHMES MBS AFe H& YEE OME RO 7|25 S2FELIC
AR > BE T2 > 22| £ > 24 HoF YX
. HAHA3E MHIA >

L) P,

|El

oy zgmE

Hgg IS(OIES R HIA) 2T

//‘\5‘3 Internet Explorer

——

| w2z

Pz

IS{2IES B MHIA) 6,0 2
2IA

@ A= QU
@3 isCsl Z71%

V'S
|

23 Hyper-¥ 227}

9 US(2ES BE MHIA) 6.0 26217

|5 IS(2IES BE MH|A) 2R

& iSCSI ZI| A

$p Microsoft,MET Framewaork 2,0 Configuration
&3 Windows PowerShell Modules

W& Windows Server 8¢

. (3] Windows H22| BT
19= @ D2 20| TUE Windows L
— Lo B2 HEA 2P
Administratar B, A8 84 MHIA
TI0IE| 2 2(0DEC)
=4 5 2 HOLEA
= Sor 3A Ora A
a7 L MH ZRIR
cx MHIA
HES3
. ®) A5 BLIE
IO O A AR 24
] OME =0
ZE 2 Z2E (5 = AHEY

Lo FEa BT
ZTE 2l

Windows 22k

e

EIRZ >|

iTE A SY IT is easy, ITEASY




IiTEASY
27 SO YA > HO Y > 2 WY > UM BY > AY H
_?_ 3|

EEEEE
TUF S B ZSH)

[=] B3

&9 2mIXE = HE

FNEEREE] FEIE IEREEE [
0 HE 2 Y ELESY ZAOr g

CIF R R

® g et e : z
mig=E%tEd | I DIRER) MHIA A ZEA
_ U2 20| ZHE Windows B | 1 292 guE 2t

CJUEY3 22 2217 M o AAE QMIE

£48(R)

CEE(H)

=

A JNAH OME 200 Zaat
& i)—H;zloo_'x TR I A ZA aAk 2t
] AZE St magA R o
o ;g“}ﬂ A LERHA RH 24 a2
L0 — = =,

)

& IP 22 FH(R: 2 BFED

1 DS ZALEM 24

+

AY 202 OHE ZA &4 > d&, 20 §3 > HE

23 Hotaa | Een|
'il HE 232 0ME 24

Lk Al ZHAR
v 88(3)
v &I{{F)

ZAF B 2HFIEE LN ALD

A —

E|
re
44
b

HE(A)

iTE A SY IT is easy, ITEASY



ITEASY

4. Windows 5}t

@ Windows &3} AMEf =tol

< Windows Server 2003 >

AlE > Ad > MO{E > Windows &2t

s A0S = (O] xf
ofE(E) HE(E) =22 SHFNE (1) S=52(H) i -
Q52 -0 -2 |Pza el B X9 @
Z20 [ Mo S 8os
= HE HEEY g0 FHE OICI0H ZA
a2l =32
937220 =4 Windows CardSpace
H28
DR AR
b LI Zast s
S UEY3
A Ol A2 0|
PRETEN
N nLe A
S0 Windows IR 12 =3
=
Windows Update 2k
m ==222E >
5 ) END 8
2 g sz , EEEEGE)
§ , O Windows SIOHW)..
& & WEH3 HZ(M)
g ST I RRH by ZEIE P BAP)
B TR EAS Y NEHED
3 alZ(R).. F7RTA
(el
administrator 212 =(L),.,
AL ESE().. 4

@ & |pAnE

[ M9l S O SHD)
D3t SO HOHY DHJ} M A 0= BANY ZH HEYIE
ST 0] B2 NSSIENS. Windows SrerE g T2 1SS
SIS [ 212107 EAISTAl SO B3l B0 AISSt D= Ned AR
0l ZAIELICT

@ C A2 O 3HE)
O] 8E2 MBS %= 200 SALICH Windows SHEHS ALSEHT
SO REEIL |5 BOiA G2 BHOIZ AN TEE & SALITH

e
0
jﬂ:
s

iTE A SY IT is easy, ITEASY



< Windows Server 2008 >

ITEASY

= o . His s
Al > BE 233 > KOOI > A|AH B HOF > Windows 2ot > HighE AMEY
(=1 Xo)
20l
o 9l ot |
HOZ = 27| M
WY ambiol wBi2E 2 SHHZ G USRI AES NI | 2uNe HEE S0 42
o AAE D HOH -
Windows 2aofd
HER3 2 2B ﬂ wate A T2 | Windows HEHAHA 2202 2
sES o
z20n I8 Weangzean sl HEzwncws O ZEE0S D G EA AN
ILRTL WX = Windaws Update
> m— E 37| £ 17 OIE =8 SR YHOIE 27
@ e , Lﬂl A £= 071 gHol “x1E YHOIE 27|
. ‘ EzEAgTIe FU0ESHEE | BBE) BN 952 DBUS Y R
__'l
ini POl 2202 HEIS 043 [EE 95712 EY  GOME 2] 8))
E’B B Snin/sCan Ny AL L8 2ON 88 v
: =4
) wez
X BRG]
‘3! IS(EIE % A1) B2l
HES3
FileZilla
HOjT
&} i8CS1 2717
T
zg| g3 >
= EERE
5]
y QeEzagm Windows 2t
[IZ232 2 me 24 B =232z b
o | & B[
=] A [o)] X=X o pA Xl a1 MX MHdS X
PotEo] 243t =0 AS B2 orfet €2 SEH0| LieH, g 2F0M 2882 F

MO 2 Windows HsiS ALS6I0l ZEH H3
Widows 3is o) z2  Windows A2 SIALL ot STESIOD} QBN £ UEHIB S LREIN HH25HE A8 4N
J#EEJ5 508 of SLICk
% 2T &3 vz YIS NETHATEH BT Y
. UEY3 gmaw
& Wmdows 2ot 28 B
I @ = = ANH) HEHI(0) AZGI0 AN B2 j'
I ¥ 22 3P a2 4
T Es HMSD 22 22 T40 UEYIZUD
Windows Sate AHH: 43
Soies ma: Hgu= Z20m 880 2= 22 1208 0
Arct
sdEndsda ™ ygom ee Ey3
= uyeg3
o A Windows 30] A} Z212E KiEE 1) 22N
*o

iTEASY IT is easy,

ITEASY



ITEASY

< Windows Server 2003 >
Windows 23tH > 02| &

£
-2
=
=

G

21l S A

I.IOHaH_ r—i

=)
3]
(=]

24
L

B...

1]
Tl
<
=
ar

fujg| °F

m_IIIIII!!!D

K

=
=

2

oy
IKF
|
P [H

k5
5|
]

23 2 MH AP

I

Fom
= Llogo

v Windows 20|

I

¢ UDP{L)

« TCP{T)

iTE A SY IT is easy, ITEASY




< Windows Server 2008 >

N
H -

mjo

o8 MH[A

i

QUL E FAo| W22 FHES S

ITEASY

IR S&A) ENY) TIE(H)
¢92ml: 0
PEEEEEEREERIES oyec 34
E 2 2 . ngo
23 OISHiE 13 Je. = 228
K, 52 501 74 4 = @
& b BLEY 9 o o2 sy
v BranchCache - B2 2, 2%  (Olg ||V Z=EE EHE
V] BranchCache -L_EIEH 24, BE 2 (|7 amzzHe
V] BranchCache - ZAE 3}, B% oL
7 COM+EYI %42 85 qug ||V 1822 EHI
V] COM+ 23 22| RS OB 5|
[V DFS 21| B W .
9 DFS 22l £ oy [[|8 A28
V] DFS 22| BE W 5 SEHEWIL.
V] DFS 21| B W v
V] DTC(Digtributed Transacti,,, 2% oie: =&2
V] DTC(Distributed Transacti,, 2% 0L B~
V) DTC(Distributed Transacti,,, 2% OIS
0 FTP MH BE N
V] ) FTP M B W
@FTP MH(FTP EHE 21) FTP AH g ]
AR XE > T2
# A QHIZE 73 ORA
A ER
DHSels Wae RE E82 HEELIC
=7 T
+ pazE oS = 8 Z8= 2oL
o ZEIH
= _ C zZzJjmp
s Z2E3 Y EE T2 HAS HjskE A
w © %g)
, my TCP E= UDP ZES| G1ZS HOfSH: 3%
2 C D2l B E:
N |BranchCache - 2EIX ZIM(HTTP AHR) =
Windows 22| HES MO 73
~ N8R NEC)
NET N 74
2 Ze el ksl 20HELICE
G (TR

iTE A SY IT is easy, ITEASY



o= ™ > O
0 b2 E
=23y

HOLLII(R)...

Ol 30 LASHE Z2IU2 My 20 F2 Y o3 01 0128 NEELICH
=2
2% 58 0l ?32 2= Z2IU0H HEELITL ST Z2IAH NBELIN?
s T2
= = C BE Z23(A)
o IREZ QY FE CHE A5 40 ARG 2RE 22 EHEH 350 HSELICH
o "9
. =Y © g =233 F2M:
. f
o ==2¥ I c#pathiprogram. exe
T %ProgramFiles?%#browser#browser,exe

0l 758 X8 MHIAS AEELICH

Z2 % TE0 o RhAIS] HOHSLIC]

AHERE RIF(C)..

< SIZ(B)

(EETE |

ITEASY

B
k-

23t ZEH 0| 730 HZELIN?

ZIZREE ER(Pr TCP
Z2EB HE(U):

o B3 = |
e 23 ZE(L): [EEze =~
s T2 [foorsoi g
. o= : 80, 443, 5000-5010
42 EER) o= mE

ICMP(Internet Control Message
Protocol) £3:

Z2E32 3 ZE( CHof Atd5| 2OHSLICE

< 5IZ(B)

=R

ZE > TZEZ Z2 -JCP XA > 24 ZEQ EX port L Y MH

=2
> 3%z8
z20y 01 50| §85I= 22 P T2
i . & Q2 P 52(P)
C CIg IP 4T
22|
° zg
z=2g
. g

0l 0 M2L/= DIEHOA SE2 SR NERLICH
O A0 HBY= AR P T4

& BE P ZAW

Ok IP ZAMH):

TEE)
HZ )

AR AZ(U)...

B9l RIEH 5 RS RS

i

1))

HFW

< 5I2(B)

|[CcEm> |

[x]
S
5
<
12|

iTEASY IT is easy,

ITEASY



= o
g > 92 518 > L=
M OHI2E 3 DM A
zol

FHN MY TAD S0 DU 0 4B IS NIRLUC,
o
a HiaE S0 NEE TAD LA S (T RS 2460 ELIN
» z2am & o 3 g
zzesaze PsecO® HFE|S HAD HIEIA ¥ A20| FHELICH
sl C sor oD 5 8(0)
- Psec APS310| 0I5 % 0 TaiEILIC) B Ht 34 L9 Psec 44 2
] AR R0 SEELI,
z=2g
E]

A0 CHsH Atals] SHORELIC)

GECIN ST

e

ITEASY

Z29 > g

®a o0tec =206 @

=29
0l 785 M8Y T2ES NERLD,
=]
p— 0 F20 HBE|S ATIS AHSLIT?
@ =27
C o ¥ =N
IZES R EE ZEEITH SIA SHOIH HRE B2 ML
B9l
= M AP
) = ZEETHHY WEHI 9K 92E 22 MSVLIC,
=20 v 28
o8 ZEEDL 28 UEYS YAH BB 22 ML

zzz

CHsH RrH|5] SHOHELIC)

5I2(B)

(=R

-

o
T

0z
1zt

= Y2 XY = 0y

EEEEEETT ]

i ols
01 332 0182 €28 NFLICH
=20
a4
z2a

=

s ZEEZQ EE
= NS

g2l |FTP Passive Mode|

=)

" L (EHND):

=25

g

< 5IZ2(B)

|[[oE® |

o

s

iTE A SY IT is easy, ITEASY



ITEASY

5. HZeg 3= 24

HE2| BEE? ALY SX 2R(ex. SF23E, ALH S5)7F 2Y0t0] A= MH7E of
71K @A ERE 8% A2HEOM oY 4oz CHE JYEE A2H0 E7(A == O
M dd== otes Heal g=2ta g

=2 §Z5 =497 ?lsiMe oE22 HZ IS 243517 floiMes 24 Z=2a-0

WinDbgt i386 EL{7F ERghL|C}
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> 32H[E HZ : http://www.microsoft.com/whdc/devtools/debugging/installx86.mspx
> 64H[E H{Z : http://www.microsoft.com/whdc/devtools/debugging/install64bit.mspx
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» http://msdn.microsoft.com/en-us/windows/hardware/gg463028.aspx

X 44 42 cWwindowsWMemory.dmp

@ WinDbg AX|

Ch22E 2 24X oeE ZAIGLCH

Windows SDK Setup . @

l Some components cannot be installed
Y

Some Windows SDK components require the full .NET Framework 4.
Setup detected the client .NET Framework 4. If you continue with
Setup, these components will not be installed. If you want to install
these compenents, click Cancel, then install the .NET Framework 4
from http://go.microsoft.com/fwlink/?LinkID=187668 and then rerun

Setup.

Click OK to continue.

st
re

F&

iTE A SY IT is easy, ITEASY



Windows® SDK for Windo

‘Windows*

@ Detection Progress EJ Software .
Development Kit

Status
Setup is now detecting Windows SDK components.

Action
| Action 16:48:41: CostFinalize. Computing space requirements

|

|

| £ Windows® SDK for V |
P windoss
’V @ Installation Options lj} Software
Development Kit
= Windows Native Code Development Feature Description Detail
12 Samples To customize installation, click an option.
Windows Headers and Libraries

| i Tools

-[[] Visual C++ Compilers

=] .NET Development

+[] Intellisense and Reference Assemblies
[ Tools

=[5 Common utilities

L. Microsoft Help System

Application Verifier Disk Space Requirements

Windows Performance Toolkit [ vouume fwafable Bequsd

--[¥] Debugging Tools for Windows c 65468 782 M8 =
=-[# Redistributable Packages D: 172.6 GB 0 bytas
[ Microsoft Visual C++ 2010 e snnon [ep ad
[[] Application Verifier l Download Size Estimates Time
o Debugging Tools 30.1 MB 18 Minutes

[ windows Performance Toolkit

[ < Back “ Next > ][ Cancel ]

@ Begin Installation fg “Sngmf'i{\Nare .
' Development Kit

Click Next to begin your installation of the Windows SDK, or
click Back to make changes.

| 55 Software _
Development Kit

[ < Back ][ Next > ][ Cancel ]
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£7 Windows® SDK for Windows® 7 and .NET Framewcﬁ

Status

Action

{ Installation P
3’;}3 ns! ation Progress

Setup is now installing Windows SDK components.

Action 16:49:47: InstallValidate. Validating install

P o windows-

£ Software )
Development Kit

Cancel

MXE ZRE iz

“l2 2% B2 :Cw

L|Ct.

Program Files## Debugging Tools for Windows (x86))

ITEASY
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<« Program Files » Debugging Tools for Windows (x86) »

@ Symbols AX|
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winext
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icrosoft Windows Debugging Symbols Setup

Welcome to the Microsoft
Windows Debugging Symbols
Setup Wizard

The Setup Wizard will install Microsoft Windows Debugaing
Symbols on your computer. Click Next to continue or Cancel
to exit the Setup Wizard.

W
a

Next > ] [ Cancel }
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) Microsoft Windows Debugging Symboﬁjcense Agreement @
End-User License Agreement -
Please read the following license agreement carefully @
|| |MICROSOFT SOFTWARE LICENSE TERMS |
|
MICROSOFT DEBUGGING SYMBOLS AND
EXECUTABLES
These license terms are an agreement between Microsoft Corporation
(or based on where you live, one of its affiliates) and you. Please read
them. They apply to the software named above, which includes the s
@ I accept the terms in the License Agreement
() I.do not accept the terms in the License Agreement
" [ <Back [ Next> | [ cancel
r — al
) Microsoft Windows Debugging Symbol‘i‘Se’(up g
Custom Setup iz
Select the way you want features to be installed. @
Click on the icons in the tree below to change the way features will be installed.
/-
I \Windows Debugging Symbols Windows Debuaging Symbols
(7601.17514.101119-1850)
This feature requires 1605MB on
your hard drive.
[ Location:  D:#symbolstt |
" [ Reset | [oDiskusage | [ <Back |[ Mext> | [ cancel |
g N
) Microsoft Windows Debugging Symbo%etup ﬂ
Ready to Install -
The Setup Wizard is ready to begin the Typical installation @
[ Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.
I
" < Back ][ Install ] [ Cancel
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" 1) Microsoft Windows Debugging Symbe

Installing Microsoft Windows Debugging Sym...

Please wait while the Setup Wizard installs Microsoft Windows Debugging Symbols.
This may take several minutes.

Status:

<Back || mNext> | [[.cancel ]
® 24 4y
MegtLct
20100201 95, gE =23 521K8)|

N ERPMEORE 00| Al

File > Symbol File PathS X|™3ll FLIC}.

. Symbols ZE& SRV*[EX|EL] *http://msdl.microsoft.com/download/symbols 22
XSS 2[4 LT

ex) SRV*D:#Symbols*http://msdl.microsoft.com/download/symbols
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kb> lanalyze -v

MORY.DMP - WinDbg'6.120002633 X86

Copyright {c) Microsoft Corporation. All rights reserved.

Loading Dump File [D MEMORY . DHP]
Kernel Complete Dump File: Full address space is available

Symbol search path is: SRV*D:\Symbols*http://msdl.microsoft.com/download/symbols
Ezxecutable search path is:

Vindows Server 2003 Kernel Version 3790 (Service Pack 2) MP (2 procs) Free =86 compatible
Product: Server, suite: TerminalServer SinglelserTS

Built by: 3790 .srv03_sp2_gdr.100216-1301

Machine Name:

Kernel base = 0x80800000 PsloadedModulelist = 0x808af9c8

Debug seszion time: Mon Nov 1 05:49:35.140 2010 (UTC + 9:00)

System Uptine: 18 days 16:06:05.407

Loading Kernel Symbols

Loading User Symbols

Loading unloaded module list
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* *
* Bugcheck Analysis *
* *

2669636362366 3602666066666 I I I I KKK KKK KKK KK HH KK HHK
Use lanalvze -v to get detailed debugging information.

BugCheck 74, {c03900d4, c0000185, =4035008, 14747880}

Probably caused by : memory_corruption ( nt!HiWaitForInPageComplete+2cf )

|[Followup: MachineOwner

|i1: kd> |lavalyze - I
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