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ro

o2l BEOE Sl M MHO| Open &[0 A= ME|A 8l Port & 2

root@localhost # netstat —nlp

ex) 7|28 9l httpd, mysql, ssh, vsftp 7t A&E|0f U&= BEL|CH

ocalhost ~]# netstat -n $
ternet connections (only servers)
Proto Recv-Q Send-Q Local Address
0

0
0
0

Active UNIX domain sockets (only servers)

Proto Refcnt Flags /p State I-Nod

unix 2 ‘ / LISTENING 3593

unix 2 ‘ AM | 3804 gam_server

unix 2 . AM TENI 3224 34 /dbus-daemon r y

unix J S 1 3641 376/saslauthd /var /run/saslauthd/mux

MHE[AS ) 2 M2 7|2 ZE
FTP 21 IMAP 143
SSH 22 MMS 554

TELNET 23 MSSQL 1433

SMTP 25 / 587 ORACLE 1521
DNS 53 MYSQL 3306
HTTP 80 RDP 3389
POP3 110 TOMCAT 8080
HTTPS 443
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root@localhost # chkconfig —list | grep 3: 2

CC
_—

root@localhost # chkconfig —list | grep 3:on
Ol Aly chkconfig —list & 243} £|0] AUes MH[ASE 20l

[root@localhost ~]# cC
apachect] I
crond

iptables

mdmonitor

messagebus

mysqld

NININNN

A YA A,

network
saslauthd
sendmail
sshd

syslog
vsftpd
yum-updatesd
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root@localhost # chkconfig [AH| A Q] off
Ol A[) chkconfig BEONE 0|&5l0] xinetd H=0| X{FEA| Xt

ot
n
OOP
m
A
e
|.|-|
Jhu

[root@localhost ~]# chkconfig xinetd off

[root@localhost ~]# chkconfig --1list |grep xinetd
0:88A4 1:38A4 2:38A4] 3:58A" 4:358A7

ME|A SR
D AFESHA| Bl Z2OY TR

root@localhost# service [AH| 2] stop
Of|Al) service BHOE 0|&3t0] xinetd MH|A B=

root@loca ST _~ # service xinet
xinetd (&) A& =

[root@localhost ~]# service xinetd stop
Xinetd & A “

0
=

[root@ 1loca
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214 H< (SSH(Secure Shell)) 2o MH

SSH(Secure shell) 2t telnet A{H|AZ} Eomﬂ Fot M2 H25H7| QoM JiEE A=

a2 = A 1
telnetd} 2| F10 8= IZIS0| 25 Y=ot E[0 ™EE7| IfE0] Eot0 Fdot B2 2
etgt = USLCL
Linux ServerO| Al AtE8ct= utdQl A M5 Z=2EF YLCH
X SSH 44 o 4=
» /etc/ssh/sshd_config
X SSH A{H|A XA
> root@localhost# services sshd restart
@ SSH Root M2 Aot
: R7| ssh ™EHA| 22| Xt AZQl root 2= Mgt
. sshLt opensshE AL&Y 42 THEE rootZ | ’% B 2a0s 193F_' AF L o

o
oot B9 XM FAHE MYy 2
B2 rootz2o| AZHE 202 7IgH Xf F3PE A0 %‘g'—l':f.

root@localhost# vi /etc/ssh/sshd_config
> PermitRootlogin € YESE NORE HH

[root@localhost ~]# vi /etc/ssh/sshd_config

# Authentication:

#LoginGraceTime 2m
PermitRootLogin nol
#5trictModes yes
#MaxAuthTries 6

X ol 1 L ALERE A0l dIEO A2 MO0 L L
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@ SSH & AE Mgt

1SSH 22 H&Eg £ A= AMEA AEE Mt

root@localhost# vi /etc/ssh/sshd_config
> AllowUsers [AFEXHAIEE], W& =7t

[root@localhost homel# vi /etc/ssh/sshd_config

= SopenBsD: sshd_config,v 1.73 2005/12/06

¥ This is the sshd server system-wide configuration file.
sshd_config(5) for more information.

# This sshd was compiled with PATH=/usr/local/bin:/bin: /usr/bin

# The strategy used for options in the default sshd_config shipped with
# OpenssSH is to specify options with their default value where

# possible, but leave them commented. Uncommented options change a

# default value,

Allowusers ksidc root

root@localhost# useradd ksidc
> Y ABX AE F7t
root@localhost# passwd ksidc

> ddet AFEA AE AE 273

[root@localhost home]# cd
[root@localhost ~]# useradd ksidc
[root@localhost ~]# passwd ksidc
Changing password for user ksidc.
New UNIX password:
Retype new UNIX password:
asswd: all authentication tokens updated successfully.

ksidc@localhost# su —
[root &% Q&

> SSH b AFEXF AYLE HEBLM, root O2 TEBLY|

dc@localhost ~]% su -

~oot@localhost ~1# i
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® SSH &% TE HYE

71280l SSH EZE &= 22 O|X|TH BIEA| 22 ZEE St L 97| 2o
Ao|o| Ho = HZASTIO] QE0A THA| BT Qo ZEZ (T = JTE T
Ct.

root@localhost# vi /etc/ssh/sshd_config
> Port 22 &4 X2 =, port [P ZE] LHE F7t

[root@localhost ~]# vi /etc/ssh/sshd_config

$openBsD: sshd_config,v 1.73 2Jl5/12/H6 22:38:28 reyk Exp $
erver system-wide configuration file. sSee
~ more information.

rategy used for options in the default sshd_config shipped with

H is to specify options with their default value where

(=

#
o
# possible, but leave them commented. Uncommented options change a
&

default value.
Allowusers ksidc root
#Port 22
Port

¥ SSH 2% oY HE F, SSH MH|AE ZHAY StAopEh 4go| HEEL|CL

X UHE AF2XF H|IH kside X Port 1234= Qo] Zto 2 HMC§ £Z'0| MASIX| OFA|7| H}

gLt
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X /tmp HOQH 239O FL, /tmpZt BE TME|HCE FEE[0

X mysql2| “mysql.sock”ItY ‘dd FE7} /tmpz2 HEE|0

ITEASY

. /tmp C|HEE] 2QF 47

- M 23Al /tmp CI™EHEZ|7 ERSHH, /tmp E[HEHE[= 7|2822 OfFL 5, A4,
2SS ASHO| EFE 0 ASLICE W20 & MHEAE Sl /tmp CIREHZ|O oY A3 F
ES 0 2dAZ = 20, MH 2ot X[FXHY = AL

\J

@ fstab Tt =7
. fstabO|Z2H 2|5A 2EA| ZF OE|Mo 2 OIRESH:E F&2 U A

27t e THEYLCH

o
on
=
=2
o
Uz
oz
oz

root@localhost# vi /etc/fstab

> tmp A8 & default2 T/ U= E=2 20| noexecnodev,nosuid & F7+eL|LCt,

[root@localhost ~]# vi /etc/fstab

LABEL= )
LABEL= /backup
LABEL= ‘home
LABEL= ]

@ Mvar/tmp AZEZ3 HAH
: /tmp CAEE] 0= fvar/tmp CIEEHEZ[Z7L EX5IH, M2 SYStEE ~ZE 23

£ 234 SUct

root@localhost# rm —rf /var/tmp
> 24 pvar/tmp CIAEZ|E APHGL CE

root@localhost# In —s /tmp /var/tmp
> Nar/tmp BEHA|l /tmp C2 HZALIEE YIS HFLICL

2
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n
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ol
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Cloje{H|o|A =L Fof7F 2dg = ASLCE WEO| mysql 87 g5t

MoOf gLt

X fstab 283 HET F MHE MEYsHoF s 280l HEEHL T
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4. iptable 2% / hosts.allow & hosts.deny 2%

I. iptable ¥%H
- iptableO|2t HZO| ZEX{SH= netfiltere] &2 O0|&3}7| 2Tt LA

L

Netfilter 2t HE0|A THZ S FHOo| M2t THY siF= Z=LCH

X iptables A8 LY =
» /etc/sysconfig/iptables

X iptables A{H|A XY A%
» root@localhost# /etc/init.d/iptables restart

@ @i iptable 8 0!

root@localhost# iptables —nL
D MH Aot o] AP35 AR BE B2,
[root@localhost ~]# iptables

Chain INPUT (policy ACCEPT)
source destination

target prot opt

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target rot opt source destination

destination
0.

destination
0.0.0.

destination

t‘ get prot opt

all  --
q icmp type 258
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@ Y=t 23

root@localhost# vi /etc/sysconfig/iptables
vi HE7|E O|&3}0] AEdE AMH|A port T S5
[ruotu]oca]nobt sysconfig]# vi ;etc'gybconf1g,1ptab1eb

# Manual customization of this file is not recommended.
*filter

:INPUT DROP [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

:RH-Firewall-1-INPUT - [0:0]

:syn-floodl - [0:0]

-A INPUT -j RH-Firewall-1-INPUT

-A FORWARD -? RH-Firewall-1-INPUT

-A RH-Firewal1-1-INPUT -1 To -j ACCEPT

-A RH-Firewall-1-INPUT -p icmp -m icmp --icmp-type any -j DROP

-A RH-Firewall-1-INPUT -d 224.0.0.251 -p udp -m udp --dport 5353 -j ACCEPT

-A RH-Firewall-1-INPUT -p udp -m udp --dport 631 -j ACCEPT

-A RH-Firewall-1-INPUT -p tcp -m tcp --dport 631 -j ACCEPT

-A RH-Firewall-1-INPUT -m state --state RELATED.ESTABLISHED -1 ACCEPT

-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 21 -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 25 -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 80 -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 110 -j ACCEPT

< iptable 24 >

= M 4 49 = M 4 3
-A Mol =7 A (INPUT/OUTPUT ) | --sport | X ZE X|H
5 ZUX FAa --dport | =&KX ZE X|7g

A dF
-d SHX| F=2 j

(ACCEPT : &{&, DROP : Xt

MY Z2EZE XF

Y2 (TCP/UDP/ICMP )

Tip) BHOE &% iptables %

YHOIE Sl iptables & HEY ZP iptables MHAE THASIX| Loz &L
Ct.
Ol A]) iptables OflA &l AMH|A Port 80 2 3
root@localhost# iptables -A RH-Firewall-1-IN
dport 80 -j ACCEPT
root@localhost# /etc/init.d/iptables save

88 3%

o
PUT -m state --state NEW -m tcp -p tcp --

X iptable A% THY ¥ 3, iptables MH|AS TUM spMoF2t 0| MBHLICH
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Il. hosts.allow & hosts.deny &%
- iptable T} Zt0] &3l¥ 7|58 }H, tcp_wrappers 0|2310 IfZAlS ZH LT}

- MEIAE M=Zd ofA] §1, 2738 oS +38otE MEE L

—= s -1,

- iptable 2t= E2] ZEJH OfEH MH|A Hoz S8 JhsT L

¥ hosts.deny X hostsallow 7 ot ZH=Z
> /etc/hosts.allow
» /etc/hosts.deny

root@localhost# vi /etc/hosts.allow
& 58 4F
[root@localhost ~]# vi /etc/hosts.allow

s which are
s decided

hosts. allow This file describes the names of the host
a

allowed to use the local INET services,
by the '/jusr/sbin/tcpd’ server.

shd : 1311.1131.3331.111
ttpd : ALL
sftpd : 111.111.1311.111

root@localhost# vi /etc/hosts.deny
 H& KE A

[root@localhost ~]# vi /etc/hosts.deny

hosts. deny This file describes the names of the hosts which are
*not* allowed to use the local INET services, as decided
by the '/usr/sbin/tcpd’ server.

The portmap line is redundant, but it is left to remind you that

the new secure portmap uses ho deny and hosts.allow. In particular
{ou should know that NFS uses portmap!

shd : ALL

vsftpd : ALL|]

#
#
#
#
#
#
#
#
5

= J
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Ofof =ghLLCt.

1=

ZH0| JAS M, chkrootkit, rkhunter &O|

- chkrootkit St €2 B2 Z2IW0| EXSHAITE sied EMUAM= rkhunterd| CHH QFLiSH

Olﬁ|_| |:|.'

AN H

X Sz ofgh?
SHXIE A2 RS F| AFS0| CHAl root SO A|AHQ| HBto 2 HIZS 80|31 317

H
oS AFRE|= mz 3oL eR2 t2|ZiL )

o|-O

X REZO[2
WEOjot 22 ZRIOYOIL =429 235 JheldLICh

@ rkhunter CF22E 3 4X|

root@localhost# wget http://downloads.sourceforge.net/rkhunter/rkhunter-1.3.8.tar.gz
> wget B0 E 0|8510f, X LtLS CI22E #5LCL

# wget http:// ads. sourceforge. ter/rkhunter-1.3.8.tar.qz
http://do ourcerorge. unter-1.3.8.1ar. gz

. connected.

rkhunter/1.3.8/rkhunter-1.3.8.tar. gz [follc
roject/rkhunter/rkhunter/1.3.8/rkhunter-1.3.8.tar. gz

Reusing existi

HTTP request !

Location: htt 1 K .sour j /rk er/1.3.8/rkhunter-1 ar.gz [fuﬂomng]
1 ) .

rkhunter/1. khunter-1.3.8.tar. gz

241,551 --.-K/s in 0.03s
MB/s) - ‘rkhunter-1.3.8.tar.gz' saved [241551/241551]
#1

2 root root 4096
root root 4096 12
2

erl#
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root@localhost# tar xvfz rkhunter-1.3.8.tar.gz
> YU=ZS ML

root@localhost # ./installer.sh --layout /usr/local —install
> MX|Z RSSO}

frootﬂ10ca1hogt rkhunter]# tar xvfz rkhunter-1.3.8.tar.gz
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.
rkhunter-1.

/installer.sh
/Files/
'files/rkhunter. conf
/files/LICENSE
/files/i18n/
/files/i18n/zh. utf8
/files/i18n/en
'files/i18n/cn
/files/i18n/de
/files/i18n/zh
/files/filehashsha. pl
/files/ACKNOWLEDGMENTS
/files/contrib/
/files/contrib/rkhunter_remote_howto. txt
/files/contrib/README. tXt
/files/contrib/run_rkhunter.sh
/f1iles/README
/files/CHANGELOG
/files/development/
/Tiles/development /new-05-support
/files/development/i18nchk
/files/mirrors. dat
/files/readlink. sh
/files/rkhunter. spec
/files/stat.pl
/files/programs_bad. dat
'files/check_modules.pl
/files/suspscan. dat
/files/rkhunter. 8
/files/backdoorports.dat
rkhunter-1. /files/rkhunter
rkhunter-1. /files/FAQ
[root@localhost rkhunter]# cd rkhunter-1.3.8
[root@localhost rkhunter-1.3.8]# ./installer.sh --layout /usr/local --install
Checking system Tor:
Rootkit Hunter installer files: found
A web file download command: wget found
Starting installation:
Checking installation directory "/usr/local”: it exists and is writable.
Checking installation directories:
Directory /usr/local/share/doc/rkhunter-1.3.8: creating: OK
Directory fugr,1oca1‘Jharefman}mans: exists and is writable.
Directory /usr/local/etc: exists and is writable.
Directory /usr/local/bin: exists and is writable.
Directory /usr/local/1ib64: exists and is writable.
Directory /var/lib: exists and is writable.
Directory /usr/local/1ib64/rkhunter/scripts: creating: OK
Directory /var/lib/rkhunter/db: creating: OK
Directory /var/lib/rkhunter/tmp: creating: OK
Directory /var/lib/rkhunter/db/i18n: creating: OK
Installing check_modules.pl: OK
Installing filehashsha.pl: oK
Installing stat.pl: OK
Installing readlink.sh: oK
Installing backdoorports.dat: oK
Installing mirrors.dat: OK
Installing programs_bad.dat: OK
Installing suspscan.dat: OK
Installing rkhunter.8: OK
Installing ACKNOWLEDGMENTS: OK
Installing CHANGELOG: OK
Installing FAQ: OK
Installing LICENSE: OK
Installing README: OK
Installing language support files:
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@ rkhunter 30| =0l 5 M

root@localhost# Is /usr/local/bin/rkhunter
> BHO 2X| =9l

[root@localhost rkhunter-1.3.8]# 1s /usr/local/bin/rkhunter

ITEASY

usr/local/bin/rkhunter

= M 4 9
-C NESL= IS =1
—-logfile [Tt Y] | 20 I Z=2 X|HE. 7|2 /var/log/rkhunter.log
-V rkhunter H{ 720l
--update 2OolE

O Al) rkhunter & O|83}0f A|ARIS X3

root@localhost# /usr/local/bin/rkhunter -c

[root@localhost rkhunter-1.3.81# /usr/local/bin/rkhunter -c
[ Rootkit Hunter version 1.3.8

Checking system commands. ..

Performing 'strings’ command checks
Checking 'strings’ command

Performing 'shared libraries' checks
Checking for preloading variables
Checking for preloaded Tlibraries
Checking LD_LIBRARY_PATH variable

Performing file properties checks
Checking for prerequisites
/usr/local/bin/rkhunter
/sbin/chkconfig
/sbin/depmod
/sbin/fsck
/sbin/fuser
/shin/ifconfig
/sbin/ifdown
/sbin/ifup

X rkhunter®| Z% AMAR HAL 7s5iH, HxE W82 Ef 822
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