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1. Apache 24 =9l

- Apache H7 =9l
root@localhost# ps —ef |grep httpd

'"local /apache/

sr/local /apache/

: /usr/local/apache/

nobody 9 4:48 7 :00: /usr/Tocal/apache/

nobody 3 4 :4 ? :00: Jusr/local /apache/
nobody 31 2712 4:48 7 :00: /usr /local/apache/
root 27248 20311 - / :00: rep --color=auto

[root@localhost SSL]#

root@localhost# /usr/local/apache/bin/httpd —v

root@localhost# rpm —qga |grep openssl

[root@localhost SsL]# /fusr/local/apache/bin/httpd -v

server version: Apache 2.2.17 (unix)

server built: May 23 2011 14:27:35

[root@localhost SSL]# rpm -ga |grep openss
-0.9. 8e- 2 e15 5.
OQ?a—O.Q —9.el5. _4.
_devel-0. 9. Se 12.¢el15
—per1—0 9.8e-12.e15
-0.9.8e-12.e15_5.7
-devel-0.9.8e-12.e15_5.7
097a-0.9.7a-9.e15_.4.2

[root@localhost sSsL]# |

2_
E

X openssl O] EX|x|0f QUX| 2 B2, EX[5§ FO{0F LTt

root@localhost# yum -y install openss|-*

- mod_ssl 2 & =9I

root@localhost# /usr/IocaI/apache/bln/httpd -

: 3 hln]# % achefhinfhttpd -1
n modul

b / % 7 ‘bin/httpd |
Compiled=in modules

mod_so.c

- Apache0l| SSL & AX%|8}7| Q8HA<= mod_ssiZE0| MX| 5|0 9L0{0f StL|C}.

.|
=
Apaches £ JHX| #Al02 DE MXE XYStD YOO, MY FLo SHY FL

S|
2 gk

ZHQl WAol A2 mod_ssl.c O S 4%, ApacheE X HX[510{0F ofL|Ct.

T ™MO| HiAIOl AL mod_so.c & =l A F|, module C|2EZ| LHO| mod_ssl.so O]
UA=X| 2QIS5tMOF gLt
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-SSL QISME 2 CHEHI|Z 0|5 F 7HQ7|E dd=H
root@localhost# cd /home/SSL

root@localhost# openss| genrsa -des3 -out [7{ 91 7|t 2 H] key 1024

H2l7] &= UE]

[root@localhost ~]# cd /home/SSL
[root@localhost SSL]# OEenss1 genrsa -des3 -out www.ksidc.net.key 1024
cey, 1024 bit long modulus

Generating RSA private
R A e

+H++++
e is 65537 (0x10001)
Enter pass phrase for www.ksidc.net.key:
verifying - Enter pass phrase for www.ksidc.net.key:

- MMst Q7|2 csr AS MAMThL|CE

root@localhost# openss| req -new -key [7{ 217|Lt 2 H] key -out [CSRII L H].csr

[root@localhost SSL]# ss1 req -new -key www.ksidc.net.key -out www.ksidc.net.csr
Enter pass phrase for www.ksidc.net.key:

You are about to be asked to enter information that will be incorporated

into your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can Teave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [GB]:KR

state or Province Name (full name) [Berkshire]:Seoul

Locality Name (eg, city) [Newbury]:Seocho

organization Name (eg, company) [My Company Ltd]:KSIDC

organizational uUnit Name (eg, section) []:IT

common Name (eg, your name or your server's hostname) []:www.ksidc.net
Email Address %]:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional com / name []:

olA]) =0 Q10| wwwksidcnet & 42,

Country Name ( =7t2E) [ : KR

State or Province Name ( X|¥ ) [] : Seoul

Locality Name ( A|/=/7 ) [] : Seocho

Organization Name ( 2|AtH ) []: KSIDC
Organizational Unit Name ( M ) []: 1T

Common Name ( AMH|AEHOIH ) [] : www.ksidc.net

Email Address [] :

/home/SSL
[root@localhost SSL
= 8

r--r-- 1 root root 643 122 6 15:57 wa ksidc.net.csr
-rw-r--r-- 1 root root 963 12% 6 15:46 www.ksidc.net.key
[root@localhost ssL]# |§
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- MM} CSR T 30| it

root@localhost# openss| req -noout -text -in [CSRI} & &].csr

[root@localhost SSL]# openssl req -noout -text -in www.ksidc.net.csr
Certificate Request:
Data:
version: 0 (0x0)
Subject: C=KR, ST=Seoul, L=Seocho, 0=KSIDC, OU=IT, CN= .ksidc.net
Subject Public Key Info:
Public Key Algorithm: rsaeEncryption
RSA Public Key: (1024 bit)
Modulus (1024 bit):
00:c8:fb:ac:9f:37:75:32:e5:
c8:65:22:8e: = - - :47:
f5:0b:84:43: 30:31:1°F:
d6:2f:2a:13:
30:a4:75:6e:

. : - :QO 55: =
Exponent 37 (0x10001)
Attributes:
a0:00
Signature Algorithn halw1tinAEncrypt1on
9e:d4:56:4 .b4:i :ce:7f:a9:cf:da:0b:62:
b5:83:b9:52:5e:00:3b:03:19:a4:0e:al:5d:
fe:bf:25:7f:F5:c0:66:2e:ab:e6:0c:71:a8:
31:8d:d9:e5:ff:9c:e3:bd:da:4a:1a:31:8e:
e6:f7:c9:20:84:ae:5c:a9:d6:ca:f2:63:ec:
75:08:9e:fc:29:d9:0b:56:e1:70:b2:9f:bb:
33:cd:7e:3a:37:a4:12:bf:b9:d4:T8:
15:97

- 4g%h CSR mtol &= SAHY, QSA 57|20 ZEst=F Lot

root@localhost# cat [CSRI}Q H].csr

[root@localhost SsSL]# cat www.ksidc.net.csr
BEGIN CERTIFICATE REQUEST
MIIBOZCCAQWCAQAWYZELMAKGATUEBhMCS1IXDjAMBgNVBAGTBVN1b3VsMQ8wDQYD
VQQHEWZTZW9 jaG8XDjAMBgNVBAOTBUT TSURDMQSWCQYDVQQL Ew] JVDEWMBQGALUE
AXMNd3d3LmtzawRjLm51dDCBnzANBgkghk1GO9wOBAQEFAAOBjQAWgYKCQYEAYPUS
1zd1Muwv+98 TwznIZSKOIASuUEeD41pORaL1C4RDg4AXHAdVWOekpjzwLyoT1Ybp

JnyPEQFYOhSn?H\uwybUD7xmchb1Jl’\6aQQ YbJJgXVnun8anUl(H1U1HyUCA

ku7HVO5x97E3 1XkQlakDwUsuCVKgBMIskFgVi38CAWEAAIAAMAOGCSQGSIb3DQER
BQUAA4GBAJ7UVKGO3MS5 /qc/aCc2LBiwgAaLwDuvIeADsDGaQOovV1agPND6eVGE/IX/1
wGYug+yYMcagagh33ZDGN2eX,/no092koaMyS5sxfYGqub3ySCEr TyplsryY+y+s 1Kz
13UINvwp2QtwaXCyn7sI2s0OH6zZPNT jo3pBK/udT4rteju/ck2hwX

END CERTIFICATE REQUEST

=7| sjof BTt

OEI o =
ob MEAMet QIS AM(CSR) meE &0 ¥ESHY 257 oY

X A 20 @5 WA '-----BEGIN' £ E| 'REQUEST-----" 7HX| E& = AStH
OfOF gLt
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- OIF7|HOM EF e ABME MHO YZE 3t F, httpd.conf@t httpd-ssl.conf

X SSL MW I Hz=o| AL, Apache A 9 MX| $Z0| W2} Ch20, yum o2

—

MX|StAlS AR, /etc/httpd/confd/ssl.conf Of QK|S & L|CH

root@localhost# vi /usr/local/apache/conf/httpd.conf

Include conf/extra/httpd-ssl.conf L 9| # AH= XA ot F4 H2|E E2 SiA|

—

[root@localhost SsL]# vi /usr/local/apache/conf/httpd. conf

o

# Secure (55L/TLS) connections

- httpd-ssl.conf Tt0f| Q1SN ZE U IHUS HA™SHL|CL
root@localhost# vi /usr/local/apache/conf/extra/httpd-ssl.conf
[root@localhost sSsL]# vi /usr/local/apache/conf/extra/httpd-ssi.conf
This is the Apache server configuration file providing SsL support.

It contains the configuration directives to instruct th erver how to
serve pages over an https connection. For detailing ir tion about these

directives see <URL:http://httpd. apache.org/docs/2.2/mod/mod_ss1.html>

T simply read the instructions in here without understanding
) They're here only as hints or reminders. If you are unsure
consult the online docs. You have been warned.

- 4 4k 3 3k 39k 3 o SRER

OA]) 7|2 4432 EZ AZME HXY 42 httpd-ssl.conf 2™

Listen 443
____________________________________ 2 BF
<VirtualHost _default_:443>
____________________________________ 2 B

DocumentRoot "/home/KSIDC" # FAIO|EQ| = LC|2E2|
ServerName www.ksidc.net:443 # L 21:443
ServerAdmin ksidc@ksidc.net
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http://www.ksidc.net:443/
mailto:ksidc@ksidc.net

SSLCertificateFile /home/SSL/www.ksidc.net.crt # 2fg B2 QIS A
SSLCertificateKeyFile /home/SSL /www.ksidc.net.key # 7} Q17|
SSLCertificateChainFile /home/SSL /bundle.crt # X|QI21Z A

</VirtualHost>

ME|A AL
- SSLO|| CHe MHO| LoD, MHAS KAWLl HEAIZLIC

- MHIA WA H, 2tF Ao 27 A 2RI

AN -

root@localhost# /usr/local/apache/bin/apachect! configtest

[root@localhost SSL]# /usr/local/apache/bin/apachect] confﬁgggst . ‘
httpd: Could not reliably determine the server's fully qualified domain name, using 127.0.0.1 for ServerName

Syntax OK
root@localhost SSL]# )

X Syntax OK 2fi T{A[X|Zt Lietof 280 EX7t Sle 4% L= OIAIX], Ot

AL error HA|X| ==

- 273 e M7t gE % ot BHOE A MH|AE XjHATLCH
root@localhost# /usr/local/apache/bin/apachect! restart
cC

root@localhost# /usr/local/apache/bin/apachect! startssl

AZA ol
- 2 HERXO|A hitps/S 0|9 Al AF AT HOIEX| BOIe) FA|7| LT
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7} TIP ]

1 M 7HITIS AISM B T

2 = g g o
Key A& openssl genrsa —dec3 —out =02l .key 1024
Key &0l openssl rsa —noout —text —in =0 2! key
CSR M4 openssl req —new —key S 0ICl.key —out = HIQl.csr
CSR &¢I openssl req —noout —text —in =0l el.csr
IS UWE =0l openssl x509 —noout —text —in &0l 2!.crt
AKX IS A =l openssl s_client —connect URL:Port
Key ARE HEF openssl| rsa —des3 —in =02l .key —out &= HICI_new.key
Key IHARKE ALK openssl rsa —in =Ml .key —out =HI2!_new.key
AHEE HARIE =5 | openssl rsa —in =012 .key —des3 —out =0 2!l_new.key
2. ASM HA HE T
2 & g g 0o

x509 —in cert.cer —inform DER —out cert.pem —outform PEM

x509 —in cert.pem —inform PEM —out cert.der —outform DER

PEXOIM 21 =& pkcs12 —in filename.pfx —nocerts —out key.pem

PEXOIM ©1EM =2 | pkcs12 —in filename.pfx —clcerts —nokeys —out cert.pem
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